
I. INTRODUCTION

D IGITAL watermarking consists of embedding and re-
trieving information in various media such as images,
robustness [5], but they are not suitable for most applications.
In this paper, we consider robust and blind watermarking of
3-D shapes represented as meshes.
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Watermarking of 3-D graphics was performed in the spatial
and transform domains. Various watermarking methods use ra-
tios of geometric measures [1], [2], [6] or the enforcement of
local constraints [3] for embedding the information in the spa-
tial domain. The transform domain watermarking methods con-
sider the mesh spectral domain [7], [8], wavelets [9], manifold
harmonics [10], or parametric surface representations [2].

Most of the transform-domain watermarking methods pro-
vide increased watermark security but are usually nonblind [5],
[8] and have low bit-capacity capabilities. In [11], blind water-
marking is achieved in the transform domain by constraining the
shape of the spectral coef�cient distributions in 3-D, using prin-
cipal component analysis (PCA). Surface normals have been
used as the watermark carrier in [12] and [13], but the watermark
detection in these methods is sensitive to object rotation. Water-
marking methods can also be categorized as statistical [14], [15]
and deterministic [3]. The methods from the �rst category ex-
tract the watermark using a statistical test, while those from the
second category employ a set of constraints for extracting the
bits one by one. Usually, deterministic methods allow a higher
capacity of information embedding, making them suitable for
steganography, but, on the other hand, they achieve a lower ro-
bustness to attacks.

In [14], watermarks are embedded in distributions of dis-
tances from vertices on the 3-D object surface to the principal
axis of the object. The vertex norm, representing the distance
from vertices on the object surface to its center, is considered
as a statistical variable in [15]. Two statistical methods are pro-
posed in [15] by changing the mean or the variance of distribu-
tions of vertex norms. This method was shown to embed wa-
termarks which are robust against most common distortion at-
tacks such as additive noise, smoothing and mesh simpli�cation.
Most of the existing 3-D mesh watermarking methods produce
bump like changes on the surface of 3-D objects. This paper
proposes a new approach to blind digital watermarking of 3-D
object shapes represented as meshes, aiming to preserve their
surface. First, a reference system is de�ned by randomly se-
lecting a source location and aligning the object using the volu-
metric PCA [16]. Considering the source location as reference,
the 3-D object is split into strips of equal geodesic width. The
geodesic distance, which takes into account the local surface
variation, was shown to be the most appropriate measure for
calculating the distance between two different points on a mesh
[17]–[20]. Geodesic distances are invariant to translation, rota-
tion and vertex reordering. Moreover, uniform scaling changes
the numerical value of a speci�c geodesic distance but not the
ratio of two geodesic distances. Normalizing all geodesic dis-
tances to the interval solves the uniform scaling problem.
The fast marching method (FMM) was proposed for the calcu-
lation of geodesic distances between two locations on the object

1057-7149/$26.00 © 2011 IEEE





LUO AND BORS: SURFACE-PRESERVING ROBUST WATERMARKING OF 3-D SHAPES 2815

if . All of the remaining
vertices, whose geodesic distances are not calculated yet, are
part of the third set . The vertices from de�ne the propaga-
tion front line, and they are ordered according to their geodesic
distance to the source location. Only vertices from the set
are considered each time for inclusion in the set, and only
vertices from have their geodesic distance calculated. FMM
ensures that changing the geodesic distance of a speci�c vertex
will not affect the previously calculated geodesic distances
for the other vertices. This monotonic property of geodesic
distance calculation is important for ensuring that we avoid
the backward causality problem [3]. The procedure continues
as a propagation wave until and are both empty. The
computational complexity of this algorithm is ,
where is the number of vertices.

III. GEODESIC FRONT PROPAGATION

WATERMARKING METHOD

In the following, we consider watermarking the graphical
object by displacing vertex locations on its surface, along
the direction of the FMM propagation front. The proposed
watermark embedding method has the following steps: de�ning
the source location, segmenting the object surface into strips,
forming geodesic distance histograms, and the vertex place-
ment scheme for watermark embedding.

A. Defining the Source Location

As described in Section II, the FMM requires a source loca-
tion which is considered to be a reference for calculating the
geodesic distances. The source location should be robustly lo-
cated, such that it can be found even after the graphical object
would have been attacked. We consider two possible ways for
deciding the reference position for calculating the geodesic dis-
tances: as the intersection between a line of random direction,
cast from a speci�c location, such as the object center, to the
mesh surface, or by using a robust feature point detection al-
gorithm such as in [24]. The random direction is generated ac-
cording to a secret key. However, this scheme relies on the ro-
bust location of the object center as well as on the proper align-
ment of the watermarked object. Attacks that affect the object
center and the principal axis orientation may lead to errors in
the watermark detection stage due to the lack of synchroniza-
tion. On the other hand, a method relying on a source located
at a well-de�ned object feature may require a high computa-
tional complexity while lacking security, since an attacker can
easily guess such source locations. In the following, we describe
a blind method for de�ning the source location using 3-D shape
moments.

In order to obtain a robust source location, we propose to use
a robust alignment scheme called the volume moment alignment
[16]. The volume moments of a 3-D object are de�ned as

(3)

where are moment orders and is the
volume indicator function (it equals 1 if is
inside the mesh and 0 otherwise). For a triangular
face de�ned by the vertices

on a mesh object,
the volume moments are

(4)

The complete set of explicit volume moment functions can be
found in [25]. The object center is given by

(5)

while the second order moment of the 3-D object is given by

(6)

After eigendecomposing the covariance matrix, we obtain the
principal axes of the object

(7)

where is the diagonal matrix containing the eigenvalues
and is the matrix whose rows are

the eigenvectors of . The orientation of the object is given by
the eigenvectors de�ning its principal axes while its extension
along each of these axes is given by the eigenvalues. In order
to de�ne a unique axis alignment, we use two constraints [16].
First, the direction of the third axis is de�ned as the cross product
of the �rst two (the right-hand rule). Second, the valid alignment
satis�es the condition that the third-order moments and

of the rotated object are positive.
For �nding the location of the source, a random direction

is cast from the object center according to a secret key.
The source is de�ned as the intersection between the line with
the direction of this vector passing through the object center

from (5), and the mesh surface as ,
where is a parameter. There are two extreme situations:
when there is no intersection with the object surface and when
there are multiple intersections. In the former case, additional
random directions are generated until an intersection with the
object surface is found. In the latter case, the intersection which
is the furthest away from the object centeris chosen as the
source location.

B. Iso-Geodesic Mesh Strip Generation
Let us de�ne and

as the minimum and maximum geodesic
distances calculated for the object from a source location
. There are few vertices whose geodesic distance are close to
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D. Vertex Placement for Marking Geodesic Distance
Distributions

Here, we explain how, by changing locations of vertices,
from inside each strip of the 3-D shape, we change their corre-
sponding distribution of geodesic distances such that it ful�ls
the conditions imposed by the embedded information bits. In
order to enforce such changes, data samples of the watermarked
distributions, calculated as in the previous section, are associ-
ated to the geodesic distances of vertices that are displaced.

Let us consider the framework based on the FMM from [22]
by using similar notations and �gures. The proposed water-
mark embedding procedure for a particular triangle

is called VPS. Let us consider the vertices
and as having their geodesic distances . The
following study explains the displacement for thevertex and
can be easily extended for all of the vertices inside the strip
and eventually to the entire object. When the angle
inside triangle is acute, then we have the monotonic
property for their geodesic distances .
Let us denote the lengths of the triangle sides as

, and , as shown in Fig. 2(a), and denote
the geodesic distances between its vertices, calculated along the
FMM front, propagated with respect to the source location, as

(21)

(22)

(23)

Kimmel and Sethian have shown in [22] that the value ofcan
be calculated using FMM, by assuming and known,
according to the equation

(24)

The solution must satisfy two conditions:

(25)

means that which conforms
to the monotonic property. The second condition of (25) means
that must be updated from within . Thus, the com-
plete updating procedure is given as

if conditions (25) are ful�lled
otherwise.

(26)

An extreme situation for, as the solution from (24), is when
. In this case, we have the minimum bound for, con-

straining the vertex placement location, as

(27)

In the following, we show that changes to geodesic distances,
according to the proposed VPS, ensure a minimal distortion.

Fig. 2. VPS marking procedure by changing� into � such that� � � � � � � .
(a) � ��� plane view. (b) Spatial view.

Let us assume that, in the case of , we have and
�xed while changes to following watermarking by

VPS. Assuming that , the watermark embedding
is performed along the geodesic front vertices . We
associate the statistical variablesand , derived according
to the histogram mapping functions from Section III-C, to the
geodesic distance and to that of a new location ,
which would result after watermark embedding. The problem
addressed in the following is about how to move the vertex

to a new location , such that its new geodesic distance
satis�es , while ensuring a minimal distortion to the
graphical object.

The proposed VPS consists of the following sequence of pro-
cessing steps applied to the vertices from a strip .

1) Calculate from either (15) or (20).
2) Choose a vertex in the downwind direction of

FMM and calculate .
3) While and for less than 50 iterations, repeat

steps 4)–6).
4) Locate such that all three form a triangle

which contributes to the minimum path calculation for
.

5) Apply VPS in by moving to such that
.

6) Set , update the geodesic distance by using
only vertices from the set and go to step 3).

Step 2) represents the vertex positioning on the object surface
by using the FMM following the sampling of the watermarked
distribution. Similarly, with [22, Fig. 5], showing the geodesic
distance calculation, we illustrate the VPS procedure in Fig. 2.
In the case when the conditions from (25) are ful�lled, there is a
point inside such that and the Euclidean
distance , with de�ned in (23). Replacing with

in (23) and expanding into geodesic distances, we ob-
serve that . is the approximation of the equal
geodesic curve located at the distance from the source lo-
cation . In the following, we provide a theorem de�ning the
VPS procedure which transforms into such
that , where was calculated in Section III-C, as il-
lustrated in Fig. 2.

Theorem 1:For , we can �nd a new point on the
line such that , with ,
where is provided in (27), and assuming that the conditions
from (25) are ful�lled for both and , then .

Proof: We can observe that, for any point , we
have , where is located inside , and
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is on the geodesic front line. We have the geodesic distance for
calculated from the source location as

(28)

where we use the fact that are collinear and where
the sign before is “ ” if and “ ” oth-
erwise. This results in

(29)

where we consider that and from the �rst in-
equality of (25) that . Then, we have

(30)

The watermark updating by means of VPS is displayed in
Fig. 2(a).

In Fig. 2(b), we show a perspective view of the
geodesic distance propagation. In this �gure, we have

and, as in [22], we consider
while . We also

consider such that resulting in .
From , we can observe that the slope of its plane with
that of is equal to , which
represents the geodesic propagation speed. In Fig. 2(b),
is located in the plane of while we consider such
that and .
We consider such that resulting
in , corresponding to the watermarked vertex
following VPS. We can observe that is located in the plane
of and, by using the similarity of the triangles
and , we obtain

(31)

which proves that is characterized by the same geodesic
propagation speed as.

The following observations and particular cases apply to The-
orem 1. The geodesic distance is calculated from within

after updating to . For a vertex there may be
other neighbors , such that , which
may be used for calculating the geodesic distance. If ,
calculated from the , is smaller than the value calcu-
lated from , then the vertex should be updated again
using , in order to satisfy the actual geodesic distance

, by going back to step 3). Sometimes, a speci�c em-
bedding of is not possible for a particular vertex. This can
be easily compensated by sampling an appropriate displacement
for the vertex of the next triangle. Eventually, the distributions
corresponding to the watermark conditions of either (12) or (17)
will be ful�lled by the whole set of vertices from the given
iso-geodesic strip.

A particular situation arises when has an obtuse .
In this case, we follow the triangle unfold procedure as detailed
in [22] and split into two acute angles and then update the
vertex by using the scheme described above. If ,
where is provided in (27), then the condition required by
Theorem 1 is not ful�lled and will result in an angle which
is obtuse. In this case, we choosesuch that

where is a small value and we reassess the updating of

statistics for the rest of geodesic distances. The limit situation
of watermark embedding corresponding to the condition

is represented in Fig. 2(a) for .
In the case when the conditions from (25) are not ful�lled, it

means that there is no pointinside such that
[22], and we use the second equation from (26) for calcu-

lating . In this case, the updating scheme consists of

Find along so that
if

Find along so that else.
(32)

The proof of Theorem 1 is still valid in this case by substituting
with or , respectively.
It can be observed that, in any of these situations, VPS pre-

serves the monotonic property of FMM.

E. Watermark Extraction

The watermark extraction algorithm is blind and does not
need the cover object in the detection stage but only the knowl-
edge of the number of embedded bits. For extracting the water-
mark we use the same procedures as for detecting the source lo-
cation and generating the iso-geodesic mesh strips as described
in Sections III-A and III-B. Histograms of local geodesic dis-
tances are formed for each strip. Afterwards, statistical tests are
used to detect the embedded information. For the �rst histogram
mapping method, the average of the geodesic distances for ver-
tices contained in the mesh strip is calculated
and compared with 1/2 to yield

if then

if then
(33)

For the second histogram mapping method, the variance is cal-
culated and compared with 1/3 to yield

if then

if then
(34)

Consequently, according to the results of these simple sta-
tistical tests, the watermark code is retrieved bit by bit. Error
correction codes can be used in order to further improve the wa-
termark robustness.

IV. V ERTEX DISPLACEMENT BOUNDS IN ORDER TOENSURE

MINIMAL SURFACE DISTORTION

Let us consider that we change the geodesic distance ac-
cording to a large variableon a non�at object surface. Such a
situation is shown in Fig. 3 when embedding a watermark by
mapping into , while considering as the base for
calculating the geodesic distances. We can see that, for a certain
watermark mapping , the triangle

which follows may be turned over, resulting
in visible distortions due to the object surface illumination. So,
in order to avoid such effects, we should limit the amount of
change in the geodesic distance when embedding the water-
mark. Let us consider that the vertexis changed to along
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Fig. 12. Plots showing robustness at bit quantization. (a) Bunny. (b) Head.
(c) Statue. (d) Dragon.

Fig. 13. Plots showing robustness at resampling. (a) Bunny. (b) Head.
(c) Statue. (d) Dragon.

way that is not related to the original mesh. The number of sam-
pled vertices represent100%, 80%, 60%, 40%, 20%from the
total number of vertices in the original object and the results are
shown in Fig. 13. As can be observed from these plots the best
results are provided by ProVar followed by ProMean for all four
objects.

D. Parameter Inßuence

The proposed graphics watermarking methodology depends
only on the size of the watermark code length. In the fol-
lowing, we study the effect of the embedding capacity size when
watermarking the Bunny object. Fig. 14(a) shows the distor-
tion measured by (37), when embedding
bits. Fig. 14(b) provides the error when the watermark
strength is in the range for all four methods. It
can be observed that the distortion increases linearly withfor
all four methods from Fig. 14(b). From the plots from Fig. 14, it

Fig. 14. Visibility distortion when varying various watermark parameters.
(a) Relation between distortion and bit capacity. (b) Relation between distortion
and strength factor� .

Fig. 15. Simpli�cation robustness results when increasing the embedded bit
capacity. (a) ProMean. (b) ProVar.

Fig. 16. Additive noise robustness when increasing the watermark strength
factor � . (a) ProMean. (b) ProVar.

is evident that the proposed methods, whose names start with
Pro, show much lower distortions for the whole range of,
when compared with the methods which start with Cho, which
use the same histogram-based watermark embedding procedure
depending on the watermark strength parameter. It can be ob-
served from these �gures that the watermarking methods based
on changing the variance by using (17) provide lower levels of
distortion than those based on changing the mean of histograms
by using (12). The plots from Fig. 15 show the robustness of
the watermarked Bunny to mesh simpli�cation, by using the
approach from [26], when simultaneously increasing the em-
bedded bit capacity for ProMean and ProVar methods. From
these plots, the graphical objects embedding a larger amount of
information are performing worse under the mesh simpli�ca-
tion when compared with those carrying fewer bits. The plots
from Fig. 16(a) and (b) show the robustness at noise, when in-
creasing the strength factor, for ProMean and ProVar, respec-
tively. It can be observed that, when increasing, we improve
the watermark robustness up to a certain level. However, for

, the errors on the graphical object surface may be-
come signi�cant.
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requires only the knowledge of the watermark code lengthin
the detection stage, has low computational demands and results
in watermarks which are robust to various mesh attacks except
for object cropping which would change the object center.
Overall, the proposed methodology provides a very good
tradeoff among the requirements of watermarking: surface
preservation, robustness to attacks, bit capacity embedding and
watermark security. Surface preservation following 3-D water-
marking is required in a large variety of applications, including
for CAD objects, medical visualization, 3-D graphics for patent
registration, or in virtual markets for graphical objects.
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