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Abstract— As biometric technology is rolled out on a larger capable of producing raw images that can be processed by a
scale, it will be a common scenario (known as cross-device matching subsystem. Two types of failure can océailure-
matching) to have a template acquired by one biometric deve 1 ayiract features orfailure-to-matchtwo feature samples.

used by another during testing. This requires a biometric sgtem . . .
to work with different acquisition devices, an issue known a Even though two devices may be interoperable (not producing

device interoperability. We further distinguish two sub-problems, ~any of the two types of failure just mentioned), matching the
depending on whether the device identity is known or unknown biometric raw data they produce (known as “cross-device”
In the latter case, we show that the device information can matching) can still result irsigni cantly sub-optimal perfor-

be probabilistically inferred given quality measures (e.g image ance as compared with matching two biometric samples
resolution) derived from the raw biometric data. By keeping ired f th devi N -device” tchings Th
the template unchanged, cross-device matching can resulni acquired from the same device (‘same eVIce. matc lng)a .
signi cant degradation in performancel We propose to minimse has been demonstrated for at least three different bioenetri
this degradation by using device-speci ¢ quality-dependet score modalities by: Ross and Jain [2] using an optical and a solid-
normalisation. In the context of fusion, after having normdised state ngerprint sensor, Malayath [3] using an electret and
each device output independently, these outputs can be coimied a carbon microphone (for the speech modality), and Alonso-

using the Naive Bayes principal. We have compared, and cate- . 4 )
gorised several state-of-the-art quality-based score naralisation Fernandez et al [4] using two Tablet PCs (for online sigrejtur

procedures, depending on how the relationship between quigy ~ Our study using face images captured by a digital camera and a
measures and score is modelled, as follows: i) direct modily, web camera (with signi cantly lower resolution and in adser
if) modelling via the cluster index of quality measures, andiii)  environment) also con rms the degradation in performance.
extending (i) to further include the device information (device-  hg gojytions to biometric sensor interoperability can be
speci ¢ cluster index). Experimental results carried out m the . o
Biosecure DS2 data set show that the last approach can reducegrouDed Into at Iea‘?t thr_ee categories: data-level,_ fed‘_me'
both false acceptance and false rejection rates simultanasly. and score-level calibration. In the data level calibratitive
Furthermore, the compounded effect of normalising each sysm goal is to model the physics of the distortion process intro-
individually in multimodal fusion is a signi cant improvem ent in  duced by a sensor, in order to recover the actual (canonical)
performance over the baseline fusion (without using any quidty  piometric representation. This can be done using a distorti
information) when the device information is given. . . . .
compensation model, as brie y mentioned in [5]. A second
solution is to model the relative distortion between images
I. INTRODUCTION acquired using two different sensors, as proposed in [5]. In
A. Interoperability of Biometric Devices the feature-level calibration, the goal is to compute a comm
Person veri cation using biometrics such as face and n(featgre) sgbspace given a _pair qf raw biometric samples
gcquwed using two different biometric devices. An eskti®id

erprint is becoming an important solution to border cdntr o . . i :
gerp g P tatistical approach in machine learning to solve this |gmb

and identity fraud [1]. As the biometric technology is bein _ ) > :
rolled out on a nation-wide scale, e.g., in the form of padsp S called canomca_ll co_rrela‘qon analysis (CCA) [6]. F_Wa”
control, biometric devices may be replaced with newer dessigthe _scorg-level cahbrgnon aims to map the outpu_t of r
(possibly from a different vendor), or old ones may b evices into a canonical score space so that a single decisio
replaced with newer ones from the same vendor but havi eshold can be used rather than having to optimise one for

a different parameter con guration. For instance, in the- U§h_Ch device [7] IT th? col_nbtext_ of Lusmn, as will be shlown n
VISIT (United States Visitor and Immigration Status Indima this paper, score-leve] calibration has an important role.

Technology) program, an optical ngerprint sensor is bein The_re gre_fou_r sub-pro%lﬁ_msdthat cgt_n be idhent(;_etcilmgl ad-
used during enrolment, but it is not guaranteed that the saa;gssmg evice interoperability, depending on the dismpes

type of sensor will be used elsewhere and inde nitely. Int fac® the following two assumptions: whether the actual acqui-

the cost of re-enrolling individuals with the actual senswr sition device is known or not; and whethersat of possible

be deployed can be very high, making sensor interoperyabiIHGViCGSifs (;“‘QW” or n;)t. we sbhallfad(r:ilresz_th_e pr_otr:Iem whekr)e
an important practical requirement [2]. a set of devices is known, but further distinguish two sub-

The National Biometric Security Project (NBSPproposed proplems;_ namely Wh.ether the actual device used to acquire
to improve device interoperability by standardisatiorngt, a biometric sample within the set may or may not be known.

which attempts to ensure that any two biometric devices afénen the actual device is not known, we will show that it is
possible to probabilistically infer this information from set
The authors NP and JK are with CVSSP, University of SurreyijdBud,  of quality measures derived from the raw biometric data.
GU2 7XH, Surrey, UK; and TB is with Biometric Center, West §firia Uni- ; e
versity Morgantown, WV 26506-6109, USAormanpoh@ieee.org, Quality measures are an array of measurements quantlfylng
J.Kitller@surrey.ac.uk, ThBourlai@mail.wvu.edu the degree of excellence or conformance of biometric sasnple

Lhttp://nationalbiometric.org/ to some prede ned criteria known to in uence the system



(a) Optical sen{b) Optical qual-(c) Thermal sen{d) Thermal qual-
sor ity sor ity

Fig. 1. Samples of two ngerprints acquired using two ngern sensors
and their associated local quality maps [8].

performance. Examples of quality measures for the fad@ (sti
images are focus, contrast and face detection reliabifily [
(see Figure 5). For ngerprint, local image gradients have
been reported [8] (see Figure 1). Quality measures have
been extensively used in multimodal biometric fusion [10],
[11], [12], [13], [14], where the goal is to weigh the output
of each biometric device such that biometric samples with
higher quality contribute more to the nal combined score. |
our context, these methods are not used directly in fusion, b
rather used as a quality-based score normalisation progedu
hence, considering fusion only after the individual bioreet
device output has been normalised.

Since the work presented here falls into the category of
score-level calibration, only the related work in this dama
will be covered in the next section.

B. Related Work in Quality-Based Score Normalisation

To the best of our knowledge, the issue of quality-based
score normalisation is rarely discussed. Instead, thesfocu
has always been dominated by the literature on qualityebase
fusion. We shall distinguish two categories in this literat
those that have the potential to be used as quality-based
score normalisation [10], [14], [9], [15] and those that icat)

e.g., [11], [12], [13], [16]. The reason that the latter crtey of
algorithms are not applicable is that they have been degigne
speci cally to consider the joint score space in such a way
that it is not possible to factorise the approach for eaclicdev
independently. We shall, therefore, review only the alionis

in the rst category.

Quality-based score normalisation can be categorised ac-
cording to how the relationship between match scores and
quality measures is modelled, which can be: i) direct mod-
elling; ii) modelling via cluster of quality measures, also
referred to aqquality clusterthroughout this paper; and, iii)
associating each device with a quality cluster. We will show
that these methods can be considered in a more general
Bayesian framework.

Direct modelling: Nandakumaret al. [10] proposed a
likelihood ratio-based approach to achieve quality depen-
dent score fusion. This is a generative approach to model

combined using the product rule, hence, realising a naive
Bayes classi er. The result is that the less informative
modalities will produce likelihood ratio close to one and
will therefore not in uence the nal combined score.
Kittler et al. [14] proposed a framework to incorporate
the quality information in fusion from the pattern recog-
nition perspective. In this framework, various levels of
system output dependency, i.e., whether scores belong
to the same modality or to different modalities, are
considered. In the study, match scores are augmented by
a vector of quality measures in such a way that the pair-
wise interaction between these two variables (in the sense
of a tensor product) is modelled by a linear discriminative
fusion function. It was rst shown that quality-based
fusion is non-linear with respect to the match scores.
Modelling via quality cluster Pohet al. [9] proposed

a generative approach to estimate the joint density of
scores and quality measures by rst clustering the quality
measures into discrete hidden states (the quality clysters
This approach assumes that the scores and quality mea-
sures are independent given the discrete quality cluster.
This approach is sensible because similar quality mea-
sures in a cluster will share similar statistical property
(i.e., similar combination of factors, e.qg., lighting cénd
tion, head pose and image resolution for face images) and
thus they can be combined by the same fusion classi er,
and vice versa for dissimilar quality measures.

Maureret al. [15] applied a Bayesian belief network to
the problem of quality-based fusion. The novelty lies in
modelling the density of match scoresnditionedon

the quantised quality measures, rather than the direct
modelling approach (between match scores and qual-
ity measures). The subtle difference between the two
approaches, as will be shown later, is that the former
approach involves rst of all a more simplied model
(in terms of the assumption used) but is also technically
dif cult to implement when the quality measures are
multi-dimensional. Maureret al.'s approach falls into
this category because by quantizing/binning the quality
measure (which was assumed to be scalar in their case,
rather than a vector), they effectively associate a quality
measure with a quality cluster.

Modelling with device information Instead of using the
hidden quality cluster, Polet al. [7] proposed to use

a qualitative device characterisation. This study showed
that it is possible to design a quality-based score normal-
isation procedure in order to mitigate the effect of device
mismatch. The basic idea is to identify the device used
to acquire a sample and then use a quality-normalisation
strategy tailored to the device. The same concept was also
independently demonstrated in [17] but in the context of
multimodal biometric fusion.

Our Approach and Contributions

the relationship between scores and quality measuredWhile there is abundant literature on quality-based fusion

of the same modality. The likelihood of scores and.g.

, [11], [12], [13], [10], [18], [19], our approach detés

quality measures of different biometric modalities ar&om the mainstream in two ways: First, the focus in the



mainstream is on quality-based fusion, whilst our focus is ()
on quality-based normalisation and treating the fusion as a
second stage process. Such an approach is also pursuedl in [10
[15]. Second, while quality measures are often treated as
scalar values, in this paper, we consider them ageetor

of measurements derived from raw biometric samples. Thigii)
is very important because for instance, for face images it i
common (and necessary) to use several quality measures to
characterise the quality of a cropped face image (e.g., head
pose parameters, face detection reliability), and thenisitr
characteristic of image quality (e.g., focus, contrast).

Our contribution is three-fold. First, we propose a new
quality-based score normalization procedure, capablecufri
porating the qualitative device information. It is a gefieea
tion of several quality-based score normalisation prooesju
including [10], [15], [9], [7]- Because of the generalizatj
the method can still be used when the device information
is absent in testing (the second sub-problem), but can still
take advantage of such information in training. Second, we
compare several existing quality-based score normalisati
procedures, essentially adapted from the quality-bassidriu
literature. Third, we demonstrate that quality-based radiga-
tion/calibration with device information can be used efffeddy
in fusion, using the Naive Bayes principal.

For the sub-problem where the device identity is known, the
proposed method signi cantly outperforms all the subnaitte

(a) direct use of quality
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(b) with quality cluster

(d) with quality cluster and device

(c) with device

Fig. 2. Various graphical models that model the relationdigétween match
scoresy and quality measureg via quality clusterQ and device qualitative
informationd, conditioned on the authenticity of the matching, i.e., ¢hess
label k.

at this stage to present this concept. A graphical model of
&idence combination in statistical decision making is apr
g\é_ith directed arrows representing conditional probaiesit A
node in the graph is a variable. An arrow from variaBleo
variableB speci es their causal relationship, i.e., the condi-
tional probability of B given A, i.e., p(BjA). The graphical

models that we shall use are shown in Figure 2. These models

fusion systems in the past evaluation [20]. This method h
the practical advantage of being very generic: it is appliea
to any biometric device, and only the output match scor
are needed. This greatly facilities integration of multdab

biometrics across different vendors (where the internatfu
tionality of a device is often not disclosed). This is unlike

feature-level or data-level calibration where the raw data

required (although undoubtedly further performance inapro
ment can still be tapped by this approach).

Our proposal was validated on the Biosecure DS2
database [21] using the face and ngerprint modalities.

In

D. Paper Organisation

This paper is organised as follows: Section Il presents a
Bayesian framework unifying several quality-based noisaal
tion procedures derived from the multimodal fusion literat
Section Il describes the database that will be used to ssses
the procedures and the results are presented in Section V.
Section V discusses some possible future research dinsctio
This is followed by conclusions in Section VI.

1. ABAYESIAN FRAMEWORK

This section presents four different methods of modelling
the relationship between match scores and quality measures
already mentioned in the introduction.

A. Notation

Throughout this paper, graphical models [22], also known as
Bayesian networks [23], are used to compare differentiegist

will be explained in detail in Section II-B.

the graphs just shown, the following variables are used:

k 2 fClg is the true class label, i.e., being either a
genuine user (also known as a client) or an impostor.

g 2 RN is the vector of quality measures output by
N, quality detectors. A quality detector is an algorithm
designed to assess the quality of an image, e.g., the
number of bits per pixel ratio, contrast and brightness as
de ned by the MPEG standards. In our case, these quality
measures deal with face images describing, for instance,
the orientation, illumination and spatial resolution of a
face image. Both the general and face-related quality
measures will be used in this paper.

of the Ny discrete eventseach describing a composite
combination of quality degrading factors. Under well
controlled facial recognition experiment®, can be as-
sociated with factors that affect the system performance,
for instancef wearing glasses, back illumination, sngje
fno glasses, left illumination, neuttgletc. These states
are obvious from a direct examination of face images.
However, from a computational point of vieW) is not
observablewhen a biometric system operates without

2Note thatNy and Ny are different. We use the small letter “q” to denote

quality-based fusion algorithms. It is, therefore, indispable a quality measure and the capital “Q” to denotguelity cluster



human intervention. Note that, in practice, in uncontiblle
acqusition environment, it is dif cult to associat®
with a semantically meaningful category, a problem akin
to assigning a semantic label to a cluster found by a
clustering algorithm.

the set of devices used for data acquisitionkisown

which device was actually used to acquire a particular
query biometric sample may or may not be known,
hence, constituting two variants of the problem. The
solution to the latter problem (with unknown device) can
enable “plug-and-play” of biometric devices (hence not
requiring any con guration) since the device identity can

be probabilistically inferred. In this study, for the face
modality, two choices of cameras are possible: web-cam
(of low resolution images) and digital camera (giving 2)
higher resolution images). For the ngerprint modality,
the devices are either optical or thermal sensor. While it is
easy to distinguish manually images taken by a web-cam
versus a digital camera, or by an optical versus a thermal
sensor, from a computational point of view, the device
d is not observablewhen a biometric system operates
without human intervention.

y 2 RN is the vector of scores output by base
biometric authentication systems. They are stacked to
form a vector. This form is used often in a fusion frame-
work [24] (and references therein) and is useful to model
the dependency among the system outputs. On the other
hand, wherN =1, i.e., no other systems are involved,

3)

main characteristic of this approach is that the device
qualitative information is not used. For the case of a
single device, this model was reported in [9] where, in
order to combine several face experts (hence intramodal
fusion), a fusion strategy was devised for each cluster of
quality measures. In the experimental context of [9], two
clusters of quality are expected since the face images
are taken with either frontal or side illumination. In
an actual application, it is reasonable to expect several
clusters of quality which could be associated with the
user manner of interaction with a biometric device,
and the acquisition environment. For instance, simply
providing an impression of a ngerprint or sliding it over

a small sensor surface will certainly produce different
effects and is likely to exhibit different image quality.

In the second approach, one categorises the quality
measures according to the device which was used to
collect the biometric samples (from which the quality
measures have been derived). If there Hie devices,
there will be Ny clusters of quality measures. In this
case, one says that the clust@saredevice-dependent
This approach was found in [7], [17].

The third approach can be considered a further re-
nement of the second approach. Since there is no
guarantee that the quality is consistent for each device,
it is reasonable to further nd the natural clustering that
exists within each device-dependent cluster of quality
measures. It will be shown that this approach generalises
the above two approaches.

estimating the density of a single system output is still The four graphical models for quality-based biometric fu-
bene cial because quality can systematically in uencgjon are shown in Figure 2. Model (a-i) was proposed in [10]
the match score distribution. More rationale and insighlg,q 5 theoretical model discussing its effectiveness can be
are given in Section II-B. found in [26]. Model (a-ii), withq being a discrete scalar
variable as a special case, was found in [15] (the interpoeta

B. Four Different Models and Their Rationale of graphs will be further discussed in Section 1I-C).

The rst model attempts to model the joint density of qualityh Different frofm Imodel Eca)’ rr:_odels (b), (¢) andd(dl) E” u&iglisse
measures and match scores directly. The majority of qualigg; concept of cluster of quality measures. Model (b) chsste

based fusion methods are based on this approach, e.g., [ quality measures regardless of the device qualitative i
' ' “formation. It has been used successfully [9] in intramodal
[26], [14], [9].

The remaining three models utilise the conceptjahlity face fu5|0nt||ntr\:vh[ch casfe a smdgle. deV'C? r:/yas mvolvetd.f
cluster(i.e., a cluster of quality measures). It is assumed thgpnsequen y, the 1SSue ot cross-device matching was not o

quality measures of the same cluster will exhibit stat;iaetticconcerﬁ' - . . .
properties that are not only similar among themselves (b Model (c) [7] explicitly considers the device information.

de nition) but are also coherent among the match scord4® structures of model (b) and (c) are very similar; they

they produce during matching. The concept of quality clust&OnVerge to the same mode_l ?f_one as_sociates each gluster of
was rst proposed in [9]. In that study, a fusion Strateg>guahty measures to an acquisition device. However, thisis

was devised for each cluster of quality measures, in orderdjyays necessarily the case, because the concept of cluster
combine the outputs of six face experts. Since only the etusEXtends easily beyond that of a particular device.
index is used when modelling the joint score density, the tas Finally, model (d) considers both cluster and device infor-

of modelling the relationship between quality measures af¢ftion. It addresses the issue that a single device can geodu
match scores is greatly simpli ed. varying levels of quality. The variation in quality may no¢ b

There are at least three possible ways one can derive dusteg
; . The causal relationship shown in Figure 2(bp{®jQ) whereas in [9], it
of qua“ty measures. ] ] is p(Qjq). As will become clear later (see (8)(Qjq) is indeed needed during
1) The rst approach considers nding the natural clusinference. Although this seems to be inconsistent, it isbecause there exists

tering of quality measures derived from as much bicd deterministic relationship betwegrfQjqg) and p(qjQ), as shown by (9).
By interpretingQ as some latent factors affecting biometric performangg, “

metric data_ as .pos_sible, CO”eCFed .USing diﬁe.rent d%éusesq“ seems to t better the picture. The same remark also appbes
vices, possibly in different application scenarios. Theodel (c), as reported in [7].



due to the device itself; it could be the consequence ofiffe (d).
ways the user can interact with the deviamd varying To simplify the discussion, we will treat the case where
acquisition conditions. By further identifying a number obothy andq are derived from &inglebiometric trait. We will
quality clusters per device, model (d) is a generalisatibn then augment these variables with the subsecrigh order to
models (b) and (c). handle the case of multiple biometric traits. The reasomédr
It is worth highlighting the generative nature of the abovimtroducing the subscripih at this point is that one does not
graphical models. For instance, according to model (d) (seeed to model the relationship between match sggreand
Figure 2(d)), the arronQ ! q implies that the discrete quality measures, wherem®m are two different biometric
variables Q and d directly inuence the measuremerd. traits. The discussion involving different modalities Miile
In order to understand the signi cance of this, let us usdeferred until Section II-G.
the following hypothetical example. Suppose that we have Section II-C will rst explain the rst approach, i.e., meth
a human expert annotating different quality aspects (fact@ds that use quality measures directly. The remaining tech-
constitutingQ) from a face image. These aspects are a pailgues based on quality clusters are explained in Sectién I
of binary attributes:f presence of glasses, emotipwhere
emotion is either neutral or with expression. In this ca3e,
will have four states and they are manually annotated. If
database is controlled arighresence of glasses, emotipare ~ Model (a), as shown in Figure 2, has two variants: (a-
the only two possible sources of variation, then, by clustering and (a-ii). They can be expressed by the following joint
qit is possible to recover the resultant four quality staléee probabilities:
above example shows th& can capture a higher level of o . . _ L
information. However, in reality, the number of stateQris ply; ki Q) plyik: ) Pfﬁi‘j p(k) = ply; gkjp(k) (1)
unknpwp. Furthermore, in practice,_it i_s also dif cu_It toségn p(y; k; ) p(yik; g)p(k)p(q) 2)
the signi cance to each cluster; this is an on-going researc
issue. We shall be content in this paper that once some mdust@spectively. It should be noted that (2) is maestrictive
are found, the above models can be used to design multimod@n (1) because the former does not include the under-
biometric fusion algorithms. braced ternp(gjk). This term is the class-conditional density
The device qualitative informatiod certainly in uences Of quality measures. If such a causal relationship existed,
the quality clusteQ. This knowledge is shown by adding arfhan quality measures would have some discriminative power
arrow fromd to Q in model (d). Figure 1 illustrates the localin distinguishing genuine users from impostors. Since this
ngerprint gradient produced by two ngerprint sensors.eThis not the case (as will be backed by our experiments;
global ngerprint quality is de ned as the average of all @c see Figure 5(a)), this implies that modellipggjk) is not
ngerprint gradients. It is based on [8] and is used in all ourecessary. In comparison, singehasN; dimensions, by not
experiments. Because the devices are different, the iegultmodellingp(gik), model (a-ii) will have much lower number
veri cation performance is also different for these two tes. Of parameters. Therefore, in this case, although being more
This is also well supported by our experiments for the fad@strictive model (a-ii) is an equally effective solution.
modality (see Figure 3). This justi es the causal relatiips One way to realise a classier from models (a-i) and (a-
p(Qjd) and its use across different biometric modalities. i) are by using the Neyman-Pearson lemma, i.e., taking the
We conjecture that the varying performance of differe@g-ratio of two hypotheses:

% Direct use of quality measures

devices (keeping in mind the matching algorithm, for the sam p(y; GO
biometric modality, remains identical throughout this egps Ya, = log p(y:gl) (3)
due to the changing nature of the class-conditional matotesc p(ij 9
distributions from one device to another, i.e., given desic yggfm = — (4)
d; andd,, and all other conditions being equai(yjk; d1) p(yil: )

can be signi cantly different fronp(yjk; d2) for each of the respectively. Based on (1) and (2), both classi ers areteela

class labelsk 2 f Glg. This phenomenon is, again, wellby:

supported by our experiments (see Figure 4). It is beyond the p(go

scope of this paper to explore the reasons for the existence p(qjl)

of distribution differences. We have, however, two plalesib _. . o .

explanations. First, the input modes, i.e., either slidorg Smce_q is not d|scr|pr(ryjr(3at|ve in distinguishing genuine users
Hom mpostors,logm 0, and as a result, (3) and (4)

verge.

impressing a nger on a device, are completely differen
Second, the feature extraction module might have been turt& ) )

lassi ers (3) and (4) should be compared with the one that
does not use any quality measures at all:

norm — ,norm
ya1 - yaz + |Og

to perform optimally for a particular device, and hence is-su
optimal for another orfe The above illustration, again, justi es

why one should modgd(yjk; d). Similar justi cation extends norm p(yjO |
to the casep(yjk; Q) for model (b) andg(yjk; Q; d) for model Yo = log p(yjl)’ ®)
4The matching algorithm was used out-of-the-box with norgnivhatso- 5Note that in our notation, we do not distinguish between reiscproba-

ever. bility that is usually written with a capitalg” from the continuous one.



This classi er is the simplest among all the models presgnte An important property of model (b) is the concept of
in this paper, and is reported in [25], [26], for instance. “conditional independence” [22] betwegnandg. Given that
A crucial issue related to model (a-ii) is that estimatinghe state of) is known y andqg becomes independent of each

p(yjk; q) is non trivial compared t@(y; gik) in model (a-i). other. This property can be exploited when learning the hode
This is because the conditioning varialilein model (a-ii) parameters (see Section II-F).

is multivariate and continuous. This calls for a multivegia  Similar to model (b), the classi er realised using model (c)
regression solution. In [15 was one dimensional. However,is: =
since it is continuous, the authors quantisgdnto several norm o 4 P(YiC d)p(djq)
states using a histogram. During inference, based on the Yo, = log? L P(yil; d)p(dia)
histogram, an observeglis assigned to a histogram bin. Since o - .
the binning process is deterministic and the transformpesgy Wwherep(djq) is de ned similarly to (9) except that the variable

P : L 0 is replaced byd.
¢, is discrete (corresponding to the bin index), the dens@WheE the de\)/‘ijce is known, we have the following variant:
p(yjk; g9 can be estimated easily. k . 9 '
In the case of multivariatey, a direct generalization of YoM = jog p(yiGd )
this approach is to cluster the quality measures into, gy e p(yjl ;d)
clusters. In this way, an appro>_<imate solution is_ to modeg|ncep(d jg) = 1 andp(djg) = O for all the remaining devices
p(yjk; Q) instead ofp(yjk; ). This represents a signicantqg ( .
savings in terms of the number of parameters since the Variab

Q is one dimensional. As a result, the mog@tjk; Q) remains g Quality Clusters with Model (d)

in N dimensions. In comparisop(y; gk) , which is needed - L
in model (a-i), hadN + N, dimensions. This implies that for deEZﬁyl?St model, as shown in Figure 2 has the following joint

quality-based fusion with largi;, e.g.,N; N, the methods

relying on cluster quality are much more scalable since th@(y; k;q; Q;d = p(yjk;d; Q)p(aid; Q)p(Qjd)p(d)p(K)3)

match score density is independent of the dimensioq. of
This is treated in the next section.

(11)

(12)

Model (d) can be viewed as a re nement of model (b) by
further considering the device qualitative variablevith the
following three additional arrows:
D. Quality Clusters with Models (b) and (c) d! Q, hence the causal relationshppQjd)
The joint densities represented by models (b) and (c) are 9! @ resulting inp(gjQ; d) _ _
given as follows: d! vy, implying the need to estimaigyjk; Q; d)
_ _ The justi cation for the above causal relationships hasadiy
p(y; k; g; Q) p(yik; Q)p(diQ)p(Q)p(k) (6) been given in Section II-C.
p(y; k; d; d)

p(yik; d)p(ajd)p(d)p(k) 7 The conditional density useful for implementing the
In model (b), one assume®nditional independendeetween known, is as follows

Neyman-Pearson lemma, when the device information is

y andqgivenQ [22], i.e., if the stat&) were known, one could ,
estimatep(yjQ) without the knowledge af. The consequence, p(yikia; d
in practice, is that one can rst cluster the quality measure
and then estimate the density of match scoyefor each
cluster. By so doing, according to model (b), one indirectly
estimates the relationship betwegnand g, which is the
ultimate goal.

Model (c) can be explained in a similar manner by replacing
Q with d, hence attributing a cluster to a device. ne

In order to design a classi er from model (b) using the

p(yik; q; Q; d)

p(yik; Q; )P (Qjd; P (djg)

p(yjk; Q; d)P(Qjd; 0) (14)
Q

eP(djg = 1 (recall thatd is known). Using (14), the
nal output of the classi er from model (d) is:

Neyman-Pearson lemma, one should rst estimpggjk; q) yorm = jog p(yiGg;d (15)
from (6): p(yjl ;q;d
p(y:k;q;Q) X On the other hand, if the device information is not given,
plyik;q) = Q 5.0 = p(yik;Q)p(Qja)8) we have the foIIow)i(ng )\éariant of (14):
' Q . .
o , - , _ p(yjik;q) = p(yik; d; Q; d)
wherep(Qjq) is the posterior probability o givengq, i.e., .
- ' = ik; Q; d)P(Qjd; 9P (dj
0(Qjg) = P T&%’éﬁfw ©) p(y] )P (Qjd; 9P (dja)
Q
Similar to (4), the nal classi er takes the following form: = o p(yjk; Q)P (Q: dja)
P : .
yorm = jog p o PMISQRQID = 7 pyik: Q)P (Q9); (16)

9 POl Qp(Qia) o0



where we introduced a composite varial® f Q;dg. This p. This consists of the following two steps: In the expectatio
converges to model (b), and the nal output is computestep, one estimates the posterior @ffor each sample via
using (10). In this case, the two classi ers adenticalduring (8) (with already initialised or calculated parameters)the
inference. second step, one maximises the likelihop@/;k; Q) =

A subtle difference between model (b) and model (d) is thafyjk; Q)p(qiQ)p(Q), with respect to the distribution param-
the training strategies are different. When training mddgl eters, for eachQ. A complete roll-out of an EM algorithm
the quality measureq are partitioned into different devices.needs to specify the densitigg(yjk; Q), p(giQ) and p(Q).
For eachd, one then clusters the quality measures. On thgpically, p(yjk; Q) andp(gjQ) are multivariate Gaussian and
other hand, when training model (b), one pools all qualitg(Q) is a (discrete) probability table.
measures of all devices into a big data set rst and thenWe shall propose a modular learning solution here that
identi es the quality clusters from the data set. Were themxploits the conditional independence, and it makes no as-
many more devices available, model (b) would be a viab&imption about the form op(yjk; Q). The basic idea con-
solution to address the problem of identifying a biometrisists of identifying the natural cluster® given a set of
device from arunknownset of devices. Testing this conjecturey using a clustering algorithm, e.g., a Gaussian Mixture
is not possible given that only two devices are availableun olylodel (GMM) [27]. GMM estimates the densitp(q) =

database setting (to be presented in Section Ill). o P(AQ)P(Q), and in this process, outpupgiQ) as the
o (Gaussian) component that we need. Once the clusters are
F. Models Fitting known, in the second step, for eah= Q , p(yjk;Q ) can

We shall discuss the issue of learning the model paramettéhen be learnt using the training samplgsq) belonging to
for model (b) only. The discussion extends to model (d) gasitomponentQ = argmaxgq P(Qjg). In our implementation,
since the difference between both models is the existencep¢fjk; Q) is modelled using a GMM for each class label
the discrete conditioning variabké e.g., fromp(yjk; Q) to separately and for al.
p(yjk; Q; d). In summary, the class conditional match score distribstion

An important property of model (b) is the concept of “conp(yjk) (for the baseline comparisonj(yjk;d), p(yjk;Q),
ditional independence” [22] betweanand g. That is, given p(yjk;Q;d) and p(gjd) are estimated using GMM. When
that the state o is known y andq becomes independent ofusing a GMM, the number of Gaussian components is tuned
each other. We will exploit this property in learning the mbd by cross-validation on the development set.
parameters. Before doing so, it is instructive to illusr#tis
property using the hypothetical example already mentionedg. Architectural considerations
Section |I-B. This section deals with quality-based fusion involving-sev

Suppose that a human expert has annotated all face imagrea§ biometric traits. In the previous sectiopsyas treated as a
in a database with the following binary attributéfiresence X P "

. L . ~ ..~ score vector whose elements are individual subsystem tsutpu
of glasses, emoti@n By considering all possible combinations

of these two binary attribute§ will have four states. Parallel obserylng thesameblometnf: trait. In multimodal fus_|on, one
) . : - often incorporates the quality measures one modality ahe.ti
to this, for each face image, an array of automatically eetiv

: . ; . : : This is done for two reasons: rst, the quality measures af on
guality measures is also made available. Since in this hypo-

. o : o lometric modality do not give any information about theath
thetical scenarioQ is observed in training, one can rst learn y 9 y

o(yjk: Q) and then learn the relationship betweerand O, biometric modality — hence implying that there is no need

i.e., p(Qjg) based on (8), in twalistinctive stagesNote that to model the joint density Qy beI_ongmg t(.) one biometric
d ) : . . modality andq of another biometric modality. Second, each
the order in which the stages are realised is of no importanc

norm i e
Therefore, thanks to theonditional independencproperty, of the outputy of different modalities, e.g., for any of

. T 3), (4), (10), (11), (12) and (15), can be combined using
wh.enQ }s.observed, the prachcal implication is that one Cat‘ﬁe product rule thanks to the independence of the biometric
train p(yjk; Q) andp(Qjq) independently.

. v . odality. Such a Naive Bayes solution is appropriate when th
In reality, however, it is often not possible to annotate a.g] d " .
iometric modalities are independent. It also has the adgan

the.quallty of.the training samples,.and furthermore s n?l[ﬂat fewer parameters need to be estimated than for the joint
a viable solution when the system is operational. One has t0

. ) : . modelling of all variable%
resort to discovering the natural clusters by using a dlirgje . .
. : ; ; For the above reasons, we shall introduce the modality de-
algorithm. Given thatQ is unknown, a well known learning

framework with missing observation, called ExpectatiorxMa pende_n t.notatlo_n here. Ly be the_output of the-th biometric
imisation (EM) [27], can be used. The learning goal is tgmdahty,q be its vector of quality measures extracted from

maximise the expectation of (6) (in logarithmic scale), lehi a b|om(_etr|c sample. Let there be= f1,::; NT.‘g biometric

Lo . . modalities. Note that the number of elementg;itorresponds
marginalising over the unknown variabl@, assuming that : . . .
samples are independently and identically distributed: to the number of classi ers, all observing the same bioraetri
R # modality, to combine. This is done in order to capture the

X
criterion= Ep(qu) log p(y(”);k(”);q(”)JQ) 6Note that modelling the joint distribution of variablgg™ across
n modalities is still possible provided that the data usedaimtthe normalising
. . . . parameters is different from the one that will be used tontthie second
where the superscripin) is the index of a sample in thestage fusion (taking/"™®™ across modalities as input). This can be done

training set, andk [ ] denotes expectation over the distributionsing cross validation, for instance.



. . TABLE |
inherent dependency among the SyStem OUtpUtS. This prObIerIFHE EXPERIMENTAL PROTOCOL OF THEBIOSECURED S2DATABASE

is known asintramodalfusion.
In this context, the nal output, realised using the Neyma

= | f del oL Data sets No. of match scores per person
earson lemma, tor mode (a'l) IS: dev. set (51 persons) eva. set (156 persons)
i Session 1| Genuine 1 1
yino”“ = log M a7) Impostor 103 4 126 4
p(yijl s g) Session 2| Genuine 2 2
. . . I t 103 4 126 4
Thanks to the independence assumption, the nal combined mpostor
score can be written as: are persons samples. This number should be multiplied by the number
8 ) of persons in the above set to obtain the total number of aesefor the
yeom = jog i P(YiiC ) genuine or the impostor classes.
en - -
’ POYiIl;g) y
- P(YiiGa) _ : . , :
= log m = yrom (18) in four samples per device collected over two sessions. The
I l

i i rst sample of the rst session is used to build a biometric

Similar formulation can also be written for the remainingemplate. The second sample of the rst session is used to
models, i.e., by augmenting subscrigh (4), (10), (11), (12) generate a genuine user match score of session 1 whereas the
and (15). two samples of the second session are used in a similar way

This means that one can implement any one of the fol@ generate two genuine user match scores.
graphical models for each biometric modality in paralletlan It is important to distinguish the two data sets, i.e., the
then combine alN,, biometric modalities using the sum ruledevelopment and the evaluation sets. The development set
when each pre-processed output is a log-likelihood rasit teis used for algorithm development, e.g., nding the optimal
parameters of an algorithm, including setting the global de
cision threshold. For unbiased performance assessment, th

H. Summary . . o
_ Populatlon of users in these two data sets are disjoint.
In summary, we have presented four different approaches O here are in total 333 subjects in the database, among

quality-based score pormalization. In the presence madchi,hich 206 are considered “clients”, and a template is ctbate
involving several devices, modgls ©) anq (@ S_hOUId be 'US?Hr all of them. Thedevelopment impostor score smintains
because both of them take into consideration the deviggz 4 samples, iie., 103 subjects, with 4 samples per subject.
information explicitly. Between the two, model (d) is morer,, 506 client-set is divided in two equal subsets of 103x4
exible in that it can handle possible variation in terms Ofsamples the genuine and the impostor score set. When a
quality (_)f the data, thanks to the hidden variaQlelf there_ls reference subject is considered a genuine user it is assdcia
ohnly asingle stgtel, (rjnqdel (d) conYerggs tofmoddell(c). Henclewith the genuine subset, all the subjects of which are used as
this sense, model (d) is a generalization of model (). If@nl ., ) s10rs in Session 2. This ensures that the impostors used
smgle device is mvoIvgd, model (d,) converges to modellt_b). in Sessions 1 and 2 are not the same. Such a characteristic is
this sense, model (d) is a generalization of model (b). I’S‘maIimportant for algorithm development. All the 4 samples & th

by _integrating the hidden variab®, a necessary Operationremaining half of the 206 subjects are considered impostors
during inference, model (b) converges to model (a). In th,ﬁ the development set in Session 1

sense, model (b) provides a means to estimate (the densn;rhe remaining 126 subjects constitute avaluation im-

of) model .(a). In each of the a.bov.e cases, we observe trﬁ%‘étor score sethat is considered as an external population
model (d) is a complete generalization of all other models.0 users who serve as zero-effort impostors. In this way, a
In the next section, we shall introduce the database that V‘ﬂ[sion algorithm will not make use of impostossenduring '
be used to compare the performance of these madels. its training stage; hence, avoiding systematic and optimis
bias of performance.
I1l. DATABASE
A. Face-Fingerprint Experimental Protocol B. Dealing with Failures

The Biosecure database used in this study contains as ) . , .
many as six biometric modalities, i.e., face, speech, sigpa !N this study, the data in Session 1 n®t used; instead,
ngerprint, hand and iris. It was collected from 6 particiivey only the data in Session 2 is used. Session 1 data is intended
European sites each contributing biometric samples of e fOr €valuatingclient-speci c algorithms, i.e., algorithms the
20 and 110 persons. The database was captured using diffeRésameters of which differ from one person to another ac-
devices under varying conditions. In this paper, we use €Qrding to the claimed identity. The exact number of accesse

database subset designed for the purpose of access confi§Frs from that listed in Table | because of missing date du

called “the DS2 (Desktop) evaluation”. to the failure of the segmentation process or other stages of
The DS2 subset database was collected over two se&sioffiMetric authentication. The experimental protocol ines

separated by about one month interval. In each session, fiimal manual intervention. In the event afy failure, a

biometric samples were acquired for each device. This res iefault score of “-999” is outputted. Similarly, failure éatract
quality measures will result in a vector containing a seaes

"Downloadable at http://face.ee.surrey.ac.uk/gfusion “-999”, For the purpose of this study, samples with missing



values are removed. This is not critical in the context o$ thclassi ers used; whereas the remaining three parts aréetela
study because the comparison gauges the merit of usingtmthe use of the four statistical models presented in thiepa
not using quality-dependent score normalisation. It sthdod These experiments are:

noted that inference even with miSSing values is still thesi 1) Performance of same-device versus cross-device match-

In fact any missing observation will Slmp|y not contribute t ing: In the case of the same-device matching, the tem-
the nal classier Output, i.e., not part of the indidein the p|ate and guery data are acquired using a common de-
sum of equation (18). vice, whereas in cross-device matching, both acquisition
For the purpose of this paper, only face and ngerprint  devices are different. For the latter case, we consider
mod-alities are Considered. They are described in the fm@w 0n|y the Situation Where the temp'ate data iS acquired
sections. using a device giving higher veri cation rate whereas
the query data is acquired using a device giving lower
C. Face Systems veri cation rate.

2) Analysis of the change of the match score distribution
in cross-device matchingrhis experiment is designed
to validate our conjecture that the class conditional
distribution of match scores (belonging to either genuine
or impostor classes) may behave differently for differ-
ent devices incross-devicematching. This provides an
explanation for the observed phenomenon in the Part 1
experiment.

) The discriminative power of quality measures in identi-
fying devicesThe goal of this experiment is to test the
effectiveness of various quality measures in distinguish-
ing the devices and conditions under which a biometric
sample is collected. This essentially tests the feasibilit
of estimating the posterior probability of devices given
quality measuresp(djg). In our context, this classier
was built from the densityp(gjd) and probability table
p(d) using the Bayes rules.

4) A Comparison of various quality-based normalisation

schemesWe have presented four different models in

this paper. The effectiveness of these models is assessed
using the Biosecure DS2 subset database presented in

Section Ill. Each of the four classi ers relies on input

from a single biometric trait. The four biometric traits

tested are face, right thumb, right index and right middle
ngers.
5) Multimodal fusion exploiting quality-based normalisa-

D. Fingerprint Systems tion: The goal of this experiment is to test the effec-

The ngerprint data was collected by using both an optical ~ tiveness ofquality-normalised scores in fusion. This
(denoted as “fo”) and a thermal sensor (denoted as “ft”). The ~ experiment takes the output of each classier across

Low and high quality still frontal face images are collected
by using two different sensors: a Phillips SPC 900 web camera
(low quality) and a CANON EOS 30D digital camera (high
quality:with/without ash). The images and quality meassir
are provided by the Omniperception SBKThe low quality
images are denoted as “fa” whereas the high quality ones
(without ash) are denoted as “fnf”. The latter ones with fas
were not used here. 3

The reference system is an LDA-based face verier [28].
In the context of this study we utilised 14 quality detectors
i.e., face detection reliability, brightness, contrasius, bits
per pixel, spatial resolution between eyes, illuminatibegree
of uniform background, degree of background brightness,
re ection, presence of glasses, rotation in plane, rotaiio
depth and degree of frontal face images. Although there are
different scenarios in the way we can perform a quality-dase
evaluation (high/low quality templates vs. high/low gtali
queries)’ the face mismatch problem that we considered
in this paper ishigh quality templatews. high/low quality
qgueries Although only one of these scenarios is tested here,
this does not constitute a weakness as long as the models are
concerned, because all the models presented in this paper ca
be extended naturally to different scenarios by estimatireg
appropriate densities.

optical sensor captures the entire ngerprint by directtach all the four available biometric traits in the Part 4
whereas the thermal sensor requires the user to slide his/he ~€xperiment and combines them using the product rule
ngers. Although the right/left ngerprints of the thumb, (or the sum rule in the logarithmic domain), i.e., (18).

index and middle nger of the subjects have been acquired,  This realises the Naive Bayes solution.
in the context of this study we have considered only the 6) Analysis of the relationship between quality measures
right-side ngerprints. The reference system used isNh8T and match score distributionsSince all the statistical
Fingerprint systed. The ngerprint quality measure is based models presented in this paper are designed to model the
on a weighted average of local gradients as proposed in [8].  relationship between quality measures and match scores,
it is instructive to visualise them.
IV. EXPERIMENTS

The experiments are divided into six parts. The rst threA. Observations
parts perform an analysis of the data, independent of the1) Experiment 1: The performance of the same-device and
Shito/ _ _ foroducts/af i cross-device matching is shown in Figure 3 (in terms of
ttp: WWW.omnlperceptlon.00m pro ucts/a nlty . . s
9A template is the data sample used to represent the claimentitid _EER)' Comparing th_e performance of single modalities
whereas a query is the sample with which the template is coedpa in these two scenarios, we observe that the results of
LOnttp://www.itl.nist.gov/iad/894.03/ ng/ ng.html cross-device matching are much worse.
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(de ned according to Table I) in terms of EER (%) of all the sirgerprint
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with the thermal sensor areffig, wheren 2 f 1;2;3;4;5;6g. xftfng
denotes cross-device matching betweehnfpas template and with fihg
as query. Face images captured with the web cam are denotéal bwith

Fig. 4. The genuine user match score distribution (blueicoatis line)
and impostor match score distribution (red dashed line)oof foiometric

high resolution camera by fnfl. The cross-device matchietgvben fnfl (as
template) and fal (as query) is denoted by xfal.

2)

3)

4)

traits under same- and cross-device matching. fhliekest linesdenote the
distribution of cross-device matching. fnfl and fwfl aregfamages taken by

a digital camera without and with ash, respectively.

Experiment 2: The class-conditional match score dis
tributions for each biometric trait and each channel o
data are shown in Figure 4. Both this gure and Figure 2
are plotted for the same set of match scores. We nowg
that the match scores arising from cross-device matchir¢
overlap more heavily, hence explaining the degrade%
performance. The actual EERs are quoted in the legen®
It is interesting to observe that the face and ngerprint
systems respond differently to cross-device matching
For the face biometric, impostor match scores shif
towards genuine match scores. This implies that witt.

degraded image quality, the image of any impostor look&) Discriminative power of quality measures in identi-(b)
fying devices

more similar to a genuine user, hence, produdovger

Frontalness
Rotation in Depth
Rotation in Plane .
Glasses
Reflection

Background Brightness
Uniform Background

lllumination
Spatial resolution
Bit per pixel
Focus

Contrast
Brightness

Face Detection Reliability

0 10 40 50

20 30
HTER (%)

©

diSSim“arity m?-tCh scores. On the cher han‘_j1 for the MFig. 5. (a) The discriminative power of 14 face quality meastfor high/low
gerprint modality, under cross-device matching, genuingality face images, measured on the development set. Tdedsetors are:

match scores shift towards impostor match scores,

i ce detection reliability, brightness, contrast, fochis per pixel, spatial
‘redolution between eyes, illumination, degree of uniformckground, degree

any genuine user ngerprint template becomes indisting packground brightness, re ection, presence of glassastion in plane,

guishable from an impostor trial. This produdagher
dissimilarity genuine match scores.

Experiment 3: Each of the 14 quality measures have a
varying degree of discriminative power in disambiguat-

ing the composite effect of change in acquisition device
and environmental conditions. The uniform background
turns out to be able to distinguish the two face images
very well. Sample images on the right (Figures 5(b)

and (c)) reveal that the background is essentially the
most discriminative feature in this case. Because the
two cameras have different image resolutions, the bit-
per-pixel measure is also able to distinguish them well.
Following this observation, only these two features are
used in the subsequent experiments.

Experiment 4. The DET curves of the four classi ers

corresponding to models (a-i), (b), (c) and (d), as wel}

rotation in depth and degree of frontal face images. (b) Aamgle of face
image taken with the web camera. Note the cluttered backgto(c) An
example of face image of the same person taken with a digitaleca

Figure 6. Each sub- gure shows the performance of
the four classiers, applied to a biometric modality.
Note that no fusion is involved. This experiment thus
shows the effect of quality-based score normalization
using four different approaches. Table Il lists the Half
Total Error Rate (HTER) and NIST operating cost of the
normalised as well as the fusion systems.

HTER is de ned as the average of false acceptance rate
and false rejection rate. The NIST operating point is

1Note that model (a-ii) was not tested because of the scitjalisisue
ating to the fact thaj cannot be extended to multiple dimensions. In this

as that of the original match scores, are shown iaspect, model (b) can be seen as a way to implement mod@! (a-i



de ned as:

Cpoet (Crr;Cra) = FFR {ZP(C? FRR() S

+ P(I) FAR() ; 7 £
fraelly RO . : -

whereCgp and Cgr are respectively the costs of FA ~ \
and FR, andP (k) is the prior probability of class o —ma """ ‘ o5 — sty " \
k 2 f C;1g. Following the NIST evaluation, we use the g3 ety
fo”ow|ng constants: 0102051 2 5FA1F?[%]20 40 60 0102051 2 5F;g[%]zu 40 60
Cer =10 ,Cra =1 ,P(C)=0:01andP (1) =0:99: (@) face (b) thumb
The following observations can be made: A0

For the face modality, the performance of model (¢ *
i) is worse than that of the original system (withou “
normalising the match scores). We have run th; =
algorithm (based on GMM) with different num-& * ]
bers of Gaussian components and each time wi , N\

several random seeds (since the algorithm is no ; EEEES(de) \ I, Eﬁéig(kw)
deterministic), but to no avail. For the ngerprint 2o« Sl mouetc
modality, the performance of model (a-i) is bette = owzos1z s 10 20 w0 012051 2 5 10 20
than that of the baseline system. An important dif-

ference between the face and the ngerprint modal-

ities is thatN, = 1 for naerprint and = 2 for Fig. 6. DET curves of the four classiers as well as that of theseline
f Th lf\_fh . gf P del Nq i = 1 system assessed on (a) face, (b) thumb, (c) index and (d)lenidders of
ace. e eftectiveness of mode (a'|) W"NH - the Biosecure DS2 session two data set. The dot on each DE& @ithe

FRR [%]

40 60

(c) index nger (d) middle nger

is consistent with the result reported in [25] in theNIST operating point. Note that no fusion is involved here.

context of fusion. However, our results here further
show that model (a-i) cannot be easily extended to
multiple dimensions of quality measures.

Although model (c) was not given the device qual-
itative information, it was able to improve over
the baseline system, albeit only marginally. With
the knowledge of device identity, (in which case
(p(d jg) = 1) for the actual device used), model (c)
is slightly better in performance.

Models (b) and (d) are effectively the same system,
except that model (b) does not have access to the
device information. The consequence is that model
(b) is systematically worse in performance than
model (d). Nevertheless, the absolute performance
of model (b) is very close to that of the baseline
system.

With the device knowledge, model (d) performs the
best.

5) Experiment 5: The fusion performance of the four sys-

tems (using the Naive Bayes principle), as well as that of
the baseline system, are shown in Figure 7. In essence,
the quality-based fusion classi ers take the sum of the
already normalized scores of the four biometric modal-
ities reported in Experiment 4. However, in order to
fuse the baseline systems (without applying any quality-
based score normalization method), logistic regression
was used. It approximates the posterior probability of
being a client given the observed (input) match scores (a
vector of four elements due to the four biometric traits),
without using any quality information. The HTER and
the NIST operating points of these curves are shown in
Table Il. Referring to Figure 7, as well as Table Il, the
following observations can be made:

Model (a-i) is the worst. The principal cause of its
poor performance is the suboptimal behaviour of its
underlying face system component (See the black
curve in Figure 6(a)).

Model (c) outperformed the baseline system by a
small but nevertheless consistent margin, with a
reduction of 7% of HTER but 23% of the NIST
operating cost.

With the device knowledge, model (d) outperformed
the baseline system by a large margin: a relative re-
duction of 56.8% of HTER and 60.8% of the NIST
operating cost. It also attains the best generalisation
performance among all the classi ers tested.

6) Experiment 6: In an attempt to explain what has been

gauged by the models, the following densities are of
interest: P
PA= 4 oP@Q: dP(Qid)p(d)
p(yjk; Q;d), taken from model (d). It includes
model (c) as a special case when the device is
known, since:

X
p(yjk; d) =
Qjd
or model (b) when the device is not known, as
shown in (16).
p(y; gk) taken from model (a-i)
The three densities are shown in Figure 8, one for each
row, respectively. We could only plot the density of
ngerprint quality measure as it is one dimensional, i.e.,
N, = 1; the face ha$\, = 2 (recalling that two out of the
14 measures were used) and so could not be shown. For

p(yjk; Q; d)p(Qjd)



TABLE Il
NIST OPERATING POINT ANDHTER

(a) NIST Operating points

subsystem NIST operating point (%)
model d | model b (or d)] model a| model c | original
(known d) (unknownd) | (no Q;d) (no Q)
face 3.159 3.274 11.208 3.402 3.842
thumb 8.149 9.100 8.530 8.725 | 10.21¢
index 6.482 7.261 6.735 6.859 7.42¢
middle 7.919 8.875 8.340 8.271 9.351%
fusion 1.715 2.121 5.459 1.985 | y2.75¢5
o
(b) HTER *
subsystem HTER (%)
model d | model b (or d)] model a] model ¢ | origina
(known d) (unknownd) | (no Q;d) (no Q)
face 10.211 10.295 16.297 10.301 | 10.77
thumb 19.795 20.167 20.543 20.747 | 20.19
index 15.150 15.817 15.594 16.029 | 15.83
middle 18.709 18.674 18.569 18.511 | 18.60
fusion 4.479 6.068 9.884 5.333 | y6.52

y: Fusion with logistic regression;: smallest value in a row

—— model d (known device)
——model b
—— model a
model ¢
—— original

60

a0t

FRR [%]

0.2
0.1r
0102051 2 5 10 20 40 60
FAR [%]

Fig. 7. DET curves of the fusion of four classi ers evaluat@dthe Biosecure
DS2 session two data set. The dot on each DET curve is the Np8iating

point.

each nger, two Gaussian components are found to be
attributed to each device. Since there are two devices
(thermal or optical), this results in four components
of p(gjQ;d), enumerated as followfp(qQ = 1;d =
1);p(diQ = 2;d = 1);p(qQ = 1;d = 2);p(qQ =

2;d = 2)g. The pairs of class-conditional densities
for each of these four components, i.e(yjk; Q;d),

are depicted in the second row of Figure 8. Let us
examine gure (d) more closely. Note that for= 1,

—— CWI SVM
- — — CWIIMOFA
JHUAPL
=-==JR
Unis fixed
\ ! : UniS gfuse
! AMSL-BIO QW
GET1
GET 2
- — —GET3
UPM
—O— model d (known device)
= ¥ = model b
model a
= = =model ¢

60

40

20

10

i i
0102 05 1 2 5

i
10
FAR [%]

20

Fig. 9. Comparison of the performance of the four classieith the past
Biosecure multimodal biometric fusion evaluation.

to the log of likelihood ratios, (3), shows that the quality-
based problem is non-linear {{y;d). This observation
is consistent with the nding in [14] (although different
classi ers were used).

In order to compare how well the four models perform
with the the rest of the fusion systems in the past Biosecure
benchmarking effort [20], we replotted the DET curves of the
four models (exactly as shown in Figure 7) with those of the
participanting systems in Figure 9. In this gure, the foliog
systems are used:

CWI-SVM is a score-level SVM classi er;

CWI-IMOFA is a Bayesian classi er with In nite Mix-
ture of Factor Analysis as a density estimator;

JHUAPL is the quality-based fusion system reported
in [15];

JR is a generative fusion classi er based on the Dempster-
Shafer theory of evidence, UniS xed is a xed-rule
quality-based fusion [29];

AMSL-BIO QW is quality-controlled weighted sum fu-
sion [30];

GET systems (1, 2 and 3) are Bayes classi ers with GMM
as a density estimator, which can be viewed as a different
implementation of model (a); and,

UPM is device-dependent logistic regression classi er, a
system very similar to the model (¢) but implemented
using a discriminative classi er.

Note that model (c) was also one of the submitted candidate

we see that the paifp(yjk;Q = 1;d = 1)j8kg has systems in the compeition (previously labelled as “UniS
less overlap whereabp(yjk;Q = 2;d = 1)j8kg has qgfuse”). In the competition, model (c) was the top perforgin

a considerable overlap. This means that for the samgstem in the low FAR region. JHUAPL was the top per-
device, there exists two distinctive latent component&rming system in the low FRR region. For all the systems
discovered by clustering For the same problem, modelin the competition, they were not given the knowledge of the
(a-i) seems to be able to capture this information (sekevice information. When this information is given, as can b
Figure 8(g). The background colour, which corresponasdbserved, model (d) was able to take advantage of this and
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(d) class-conditional score density (thumb)

(e) class-conditional score density (index)

(f) class-conditional score density (middle)
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Fig. 8. Each column in this gure is generated from the samia det. Column one, two and threes are generated from thundéx iand middle ngers,
respectively. Each row presents different estimated teadrom the data. Row one shows the density of ngerpringliy measurep(qg) (blue continuous
line) tted using the following mixture of Gaussian compaitg two Gaussian components (continuous black) for dewie (giving high quality values),
i.e.,p(qQ;d = 1) ; and two Gaussian components (red dashed lines) for dewizddiving low quality values). Row two shows the pair of distitions of
class-conditional match scoregyjk; Q;d) for k = fC1g. There are four pairs of(yjk; Q;d) sinceQ = f1;2g andd = f1;2g, each corresponding to
the fourp(qjQ; d) densities. Blue dashed vertical lines denpgjC Q;d) whereas red vertical lines dengi€yjl ; Q;d). These densities are obtained from
model (d). The last row plots the densitq; yjk) as a mixture of Gaussian distributions as captured by madgl @ black ellipse denotes an impostor
Gaussian component whereas a red ellipse denotes a gersgin&aussian component (centred on their respectivesign as their mean). The colour in
the background corresponds legf p(q; yjO=p(q;yjl )g.

attained the best performance, with 4.48% EER. be extended to using a discriminative classier such
as logistic regression. In essence, for model (b), this
corresponds to a mixture of discriminative classi ers.
For model (c), it is a device-dependent discriminative
classi er, a special case of which was reported in [17].
Finally, for model (d), it is again a straightforward
generalization of models (b) and (c) implemented using
discriminative classiers. The advantage of using the
discriminative approach instead of the generative one is
that much fewer number of parameters is needed than the
generative approach (which requires explicit modeling

V. DISCUSSION ANDFUTURE DIRECTIONS

We have examined several quality-based fusion mechanisms
from a Bayesian perspective, and demonstrated the benet
of adding the device information. This study is, however, a
precursor directed to answering some of the issues below:

1) Development of Discriminative strategies Although
generative strategies have been thoroughly discussed
in this paper, each of the four Bayesian models can



the class-conditional densities). The latter is called cross-device matching. This is an irtgyar

2) The role of latent variabl€: Our approach has shownissue in biometric device interoperability. This paperraddes
that the latent variabl® plays a vital role. In particular, such issue in the context of multimodal fusion.
even with a single device, there are differences in the We introduced two sub-problems of cross-device matching,
effect on performance of various states @Qf This depending on whether the device identity is given or nothén t
suggests that with everything else being equal, thelater case, we demonstrated the feasibility of probatmffly
are factors affecting the system performance; and thaséerring the device identity using quality measures. Ties
factors can be parametrised by the latent variaDle the practical advantage of automatically con guring theteyn
Investigating what exactly the role of latent variable§'plug-and-play”).
is requires the knowledge of the baseline comparisonWhile there exist several quality-based fusion algorithms
subsystem. Unfortunately, this is beyond the scope efg., [10], [11], [12], [13], [14], many are not suitable to
study. This issue demands further investigation. handle the device information, which is not discriminative

3) Identi cation of latent variableQ in unknown devices in distinguishing genuine users from impostors. We have
Our problem formulation was limited to identifying aproposed a family of generative models, capable of expigiti
device from a set oknowndevices. However, when thequality measures as well as the device identity, that can be
set of devices isinknown the problem becomes moreused to address the above two sub-problems. The framework
challenging. If a solution can be found, this will addresproposes a two-step strategy. In the rst step, the output of
the fundamental challenge of device interoperabilitgach comparison subsystem is individually normalisedethas
One potential solution is to further explore the role obn the respective modality-dependent quality measuneshel
latent variableQ. Given a suf ciently large number of second step, the normalised outputs are combined using the
devices, and a sufciently large database, it may bNaive Bayes principal.
possible to capture all sources of variation and factors This study also compares (and generalises) several r¢levan
affecting the performance of a biometric system. Findingfate-of-the-art quality-based algorithms theoreticgfrom
a way to mapQ to these factors offers another possibla Bayesian perspective) and empirically. Our novelty here
research avenue. lies in introducing the device qualitative information inig

4) Relevance of quality measures for a given matchirfftpmework. The experimental results obtained on the plyblic
algorithm Experiment 3 suggests that not all qualityavailable Biosecure DS2 (score and quality measure) dseaba
measures are useful to distinguish two devices. Howevbgve shown that the normalised match scores, in generdi (wit
it is also required that these measures are able ttee exception of model (a) due to non scalability to multi-
distinguish among different states of the latent variabimensional quality measures), can give better perfor@manc
Q. In the rst case, the device is known and hence thihan the original systems, especially at the extreme vadfies
performance in uencing factor is known. In the seconghe DET curve (high FAR or high FRR), albeit insigni cantly.
case, the latent variable is by de nition not observediowever, when combining all the normalised outputs, the
As a result, determining the usefulness or relevance obgerall fusion performance istatistically signi cantly better
quality measures for a matching algorithm, in the secoriblan the baseline fusion (without quality normalisaticgpe-
case, demands further investigation. cially for the sub-problem where the device identity is give

5) Semi-supervised learning from cross-device matchinkp particular, the newly proposed quality-based normtitisa
Our experimental results suggest that the same-devizéh device qualitative information (model (d)) outperfus
matching consistently outperforms cross-device matcall existing quality-based algorithms.
ing. Hence, one can automatically update the template
with a query sample from cross-device matching. Then, VIl. ACKNOWLEDGEMENTS
in theory, cross-device matching provides a mechanismThis work was supported partially by the advanced re-
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stand the problem of quality-based fusion. The ultimate
goal is to predict the performance given match scores
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