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Abstract

In modern business, educational, and other settings, it
is common to provide a digital network that interconnects
hardware devices for shared access by the users (e.g., in an
office where printers are available for use by all the office
workers). In such a context, so-called “soft” failures, where
a device silently starts working in degraded mode, may eas-
ily go un-noticed for a long time, resulting in potential pro-
ductivity loss. It is therefore advantageous to enable system
administrators to identify soft failures at an early stage.We
propose here a probabilistic method using variational infer-
ence on a factorial hidden Markov model to automatically
discover soft failures, based on the analysis of simple usage
information which is normally logged by the network infras-
tructure. We propose to mine these logs in order to discover
statistically significant deviations in the usage behaviour of
the overall infrastructure, and we identify such deviations
with soft failures, or, in any case, situations of interest to an
administrator.

1. Introduction

In networked printing infrastructures, the network ad-
vantageously enables users to send a job to any selected
hardware device of the network. Normally, a user will
choose to print on a primary device which is located close
to him/her, such as in the same building, on the same floor
or in the same wing of the same floor. However, there are
a number of circumstances in which the user may decide to
use another device than the primary one. In particular, if
the primary device of a user becomes unavailable, then that
user will have to choose another one.

One task of the administrator of an infrastructure is en-
suring that the devices are operational. If a device becomes
unavailable due to a malfunction that causes the device to
fail completely, the administrator may be made aware of
the problem by complaints from inconvenienced users, or
by a direct notification from the device through the net-
work (some devices offer such self-monitoring functional-
ity). Sometimes, however, the device does not become com-

pletely unavailable, but rather suffers a malfunction, degra-
dation, improper configuration, or other non fatal problem,
which do not cause self-monitoring equipments to raise an
alert. For example, the device may begin to produce dirty,
ruffled, creased, or otherwise marred sheets, or jam the
sheets repeatedly, or the device may be misconfigured so
as to be unable to correctly print certain fonts, or so forth.
Such situations are called “soft” failures. The soft failing
device still works, just not as well or as efficiently as be-
fore.

When a soft failure occurs, users may or may not aban-
don the device entirely: they may continue to use it for less
critical jobs, or for jobs which are unaffected by the soft
failure. Also, users are less likely to complain to the ad-
ministrator about a soft failure, because the level of incon-
venience is typically less than in the case of complete un-
availability. Rather, they will tend to choose another device
for those jobs that are seriously affected by the soft failure,
and continue to use the failing device for jobs in which the
impact of the soft failure is tolerable. As a result, the system
administrator may be informed of the soft failure only after
it has had a severe impact on productivity, or when the soft
failure progresses to complete unavailability.

It has often been advocated that the ability to gracefully
degrade service in case of failure is a prominent feature in
favour of a networked service organisation. The discussion
above suggests that it also has a hidden cost, due to the over-
reliance of users on that feature: as the degraded form of
the service becomes sustainable, users tend to adapt to the
degraded mode instead of looking for ways to restore full
operationality, and this in turn results in an overall degrada-
tion of the productivity which may go un-noticed for some
time.

Accordingly, it is advantageous to enable system admin-
istrators to identify soft failures at an early stage. We pro-
pose here a method to automatically discover soft failures,
based on rudimentary usage information which is typically
collected by the network infrastructure and made available
to administrators in the form of logs. We propose to mine
these logs in order to discover statistically significant devi-
ations in the usage behaviour of the overall infrastructure,
and we identify such deviations with soft failures, or, in any
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case, situations of interest to an administrator. The purpose
is not to take decisions in place of the administrator, but to
assist his/her decision by synthesising relevant characteris-
tics of the available usage information.

2. Description of the soft failure detection pro-
cess

Outline of the method Typically, the devices usage log
maintained by the servers that spool the jobs in the infras-
tructure records information about each job. This informa-
tion is often collected for various purposes such as billing
of the users or sizing or configuration of the infrastructure.
In the sequel, we assume the following job features are
recorded:

• a timestamp of when the job was submitted,

• some identification of the user who submitted the job,

• some identification of the device to which the job was
sent,

• optionally other information such as the type of job
(black only or colour), the type of paper or other print
medium used for executing the job, etc.

Our purpose is to guess, given a log of past jobs, the present
soft failure state of each device in the infrastructure. The
soft failure state of a deviced at timet is represented by a
numbers ∈ [0, 1] and can be defined as the proportion of
users who would be “satisfied” if they launched a job at time
t on deviced. Hence,s = 1 means that the users perceive
deviced as properly working at timet whereass = 0 means
that deviced is unlikely to be used at all at timet. By this
very definition, the soft failure state of a device cannot be
observed directly. It is a hidden variable which can only be
apprehended through observations (actual attempts to use
the device) which depend on the soft failure state, but this
dependence is far from deterministic. It is therefore natural
to turn to a probabilistic approach to estimate such hidden
variables. Note that since our variables are intrinsicallyun-
observable (not just costly to observe), only fully unsuper-
vised methods are suitable here. Our method is based on a
probabilistic model and is composed of the following steps:

• Learning: A snapshot of several days of printing logs
is used to learn the model parameters. The param-
eters can be re-learnt at regular intervals using fresh
data. Alternatively, an online learning algorithm can
be used.

• Inference: While in operation, the probabilistic model,
instantiated with the parameters learnt at the previous
step, is used to estimate the soft failure state of all the

devices. If the estimated states of a deviced reaches a
critical point (e.g. falls below a predefined threshold),
the system generates an alert sent to the administrator.

Formal description Let Nu (resp.Nd) be the number of
users (resp. devices) of the infrastructure, assumed constant
over time. Thus, each user (resp. device) can be identified
by an indexu ∈ {1, . . . , Nu} (resp.d ∈ {1, . . . , Nd}). A
period of time in the life of an infrastructure is captured by
a set of random variables.

• Observed variables. The log of the jobs recorded dur-
ing the period is given by a triple of sequences(t, u, d)
of same lengthN (the number of recorded jobs in the
log). We writet = t1:N , u = u1:N , d = d1:N . For
eachi = 1, . . . , N , thei-th job in the log is described
by its timestampti (ranging over real numbers), the
index of its userui (ranging over{1, . . . , Nu}) and
the index of its devicedi (ranging over{1, . . . , Nd}).
By construction, sequencet is assumed to be non-
decreasing (in fact strictly increasing, as we assume
that two jobs never occur exactly at the same instant).

• Unobserved variables. For each jobi = 1, . . . , N
and device indexd ∈ {1, . . . , Nd}, the unobserved
soft failure state of deviced at time ti is denoted
sdi. The state of the whole infrastructure at the time
of the i-th job is therefore represented by the vector
si = (sdi)d∈{1,...,Nd}. The sequence of these vectors
s1:N is denoteds.

The stochastic dependency between the unobserveds and
the observed(t, u, d) is assumed to be entirely captured by
a parameterθ and the form of the probability distribution
p(s|t, u, d; θ) is assumed to be known. We give in the next
section an example of such parameterisation. In a learning
phase, we are given a reference log(t(o), u(o), d(o)) from
which we estimate the parameterθ̂. In an inference phase,
we are given a running log(t, u, d) of lengthi and we com-
pute the current state distributionp(sdi|t, u, d; θ̂) for each
deviced. Administrator alerts can be based on this distribu-
tion, for example by taking its mode.

3. A Factorial Hidden Markov Model

The proposed parameterisation of our problem is best
represented using the graphical model of figure 1, which
is an instance of a Factorial Hidden Markov Model
(FHMM)[3]. The underlying assumptions are the follow-
ing: the state dynamics of any two devices are independent
(1); each individual device state dynamic is Markovian (2);
at each job, the choice of the device depends only on the
user and the current state of the infrastructure (3). Formally
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Figure 1. The Dynamical Bayesian Network of
the full model with Nd = 3 devices.

(omitting the variablest1:i and parameterθ):

p(si+1|s1:i) =

Nd
∏

d=1

p(sd(i+1)|sd(1:i)) (1)

p(sd(i+1)|sd(1:i)) = p(sd(i+1)|sdi) (2)

p(di|s1:i, u1:i) = p(di|si, ui) (3)

Hence, to complete the model, we need to specify the time
series distributionsp(sd(i+1)|sdi, θ) and the user device
choice distributionsp(di|si, ui, θ). There are many possi-
ble alternatives for these distributions. In the followingwe
present one which appears to work well in practice, cap-
tured by equations (4) and (6) below.

3.1. Time series model

To simplify, we discretise the device state space: the state
variablessdi are constrained to take their value in a finite
spaceΣ = {σ1, . . . , σL} where1 = σ1 > . . . > σL ≥ 0
for some integer valueL (the size of the state space). In this
case, one can interchangeably work with the statesdi or
its indexSdi ranging over{1, . . . , L} and defined such that
sdi = σSdi

. This allows the use of the traditional transition
matrix notation. TheL×L transition matrix of the Markov
chain of a device state between any instantsta and tb is
assumed to be independent of the device and given by

Tta,tb
= exp(−Q(tb − ta))

whereQ is a parameter matrix whose rows sum to zero.
This model comes from the continuous time Markov pro-
cess theory, where matrixQ is called the infinitesimal gen-
erator1. In our case, we obtain

p(sd(i+1)|sdi) = (Tti,ti+1)Sdi,Sd(i+1)
(4)

1Since, here, the state space is discretised, the infinitesimal generator is
a matrix.

For the specific caseL = 2 (binary discretisation), the
state dynamic has a clear interpretation in terms of break-
down/repair operations. The infinitesimal generator isQ =
[

−ρ ρ
τ −τ

]

whereτ is the device failure rate andρ is the

repair rate. The transition matrix has the following interest-
ing form (whereµ = ρ + τ ):

T∆t
= exp−Q∆t =

1

µ

[

τ + ρe−µ∆t ρ − ρe−µ∆t

τ − τe−µ∆t ρ + τe−µ∆t

]

(5)

We see that the stationary state of the Markov chain is
( τ

ρ+τ
, ρ

ρ+τ
), which means that under the stationary distri-

bution, the proportion of working devices isρ
ρ+τ

.

3.2. User device choice model

We consider that a given user chooses a device randomly
according to a user-specific distribution which does not di-
rectly depend on time. The probability of useru choosing
deviced depends only on the habits of useru (a nominal
profile) and the soft failure states of the devices: if the pri-
mary deviced (highest ranked in the nominal profile) is not
working properly (sdi < 1), another deviced′ will be cho-
sen with a higher probability — we say that the userredi-
rectshis/her job fromd to d′. Sometimes the user does not
know that deviced is not in a satisfactory state, or the state
is not sufficiently degraded to justify a redirection, so that
the probability of the event{di = d} givensdi < 1 should
not be 0. We propose to use the following conditional prob-
ability, which is assumed constant over time (hence indexi
can be removed):

p(d|s, u) =
πudsd

∑Nd

d′=1 πud′sd′

(6)

This formula can be interpreted as follows: when all the de-
vices are working (sd = 1 for all deviced), useru selects
the device according to his/her nominal profile given by the
proportionsπud. If a deviced is perceived as not working
(sd < 1), the proportionπud is multiplied bysd, so that the
user has less chance to print ond. These modified propor-
tions are then normalized so as to represent probabilities.It
is here assumed that the smallest possible discretised state
σL is non null, so that this normalisation is always possible.

3.3. Inference and learning

Inference The inference task consists in evaluating, for
every new jobi, the most probable state of the infras-
tructure, i.e. the mode of the distributionp∗(s.i) =
p(s.i|t1:i, u1:i, d1:i; θ). With HMM, this filtering is solved
in an exact way by the “forward” pass of the forward-
backward algorithm [5]. It is not feasible with our FHMM
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model due to the dimensionality of the state space. The state
space for each of the componentssdi is of cardinalityL, so
the state space for the whole vector is of cardinalityLNd

and the complexity of the algorithm, which is quadratic in
the size of the state space, is thus exponential in the number
of devicesNd.

We therefore need to use an approximation scheme. One
possibility is to use a particle filtering algorithm, which pro-
vides an approximate solution to the exact problem; alter-
natively, one can use a variational approach [4] which pro-
vides an exact solution to an approximate reformulation of
the problem. In both cases, the computational complexity
becomes linear in the number of devices.

In the variational approach, distributionp∗ is approxi-
mated by its “projection”̂p in a tractable subspaceQ of the
space of probability distributions over the whole state space.
This projection is defined by

p̂ = argmin
q∈Q

KL(q||p∗) (7)

where KL denotes the Kullback-Leibler divergence be-
tween probability distributions. IfQ were the whole space
of possible distributions, then, obviously, we would have
p̂ = p∗, and the problem of finding its mode would be just
as complex as above. Instead,Q is chosen so that the com-
putation of the mode of̂p becomes tractable. Essentially,
Q is set to contain only the distributions which can be fac-
torised, i.e. distributionsq of the form

q((sd)
Nd

d=1) =

Nd
∏

d=1

qd(sd) (8)

where eachqd is itself a probability distribution over a
smaller space (of cardinalityL). The mode of such a
factorised distribution is obviously obtained by taking the
mode of each of its components, so that the only difficulty
resides in the tractability of the optimisation problem (7).
Solutions to this problem are known in the case where the
observations are continuous variables following Gaussian
distributions: see e.g. [1] for a detailed discussion of theal-
gorithm in that case. However, in our FHMM model, the
observations are discrete and follow multinomial distribu-
tions. We developed the algorithm adapted to that case [2].

Note that the constraint (8) enforces a full factorisation
in each of the devices. Less stringent constraints can be en-
forced by clustering together some of the components. The
state space of such clustered variables is larger, but the fac-
torisation has less components. When all the components
are thus grouped into a single cluster, the optimisation prob-
lem (7) becomes unconstrained, and we are back to the un-
tractable case wherêp = p∗.

Learning The learning of the parameters can be done by
the variational EM algorithm, which includes variational in-

ference (described above) as a sub-task. Alternatively, we
propose here a heuristic which gives good results in prac-
tice, based on the interpretation of the parametersτ , ρ, π:

• We observed that the results of the inference are
weakly sensitive to variations in the parametersτ and
ρ. Therefore, we propose to set them manually to rea-
sonable values, according to the administrator experi-
ence. In the example of printer devices, we can expect
to observe 2 failures per year, and we can set the repair
delay to say 8 days, so thatτ ≈ 2

365 andρ ≈ 1
8 . For

higher discretisation levelsL > 2, the full matrixQ
has to be set by the administrator.

• The user profilesπud can be evaluated on the training
dataset. We observed that the empirical proportions
are rarely sufficient to get precise estimates, especially
due to zeros in the data matrix (when a useru has never
used deviced, still the proportionπud should not be
zero). To smooth the data, many methods exist, in-
cluding Laplace smoothing.

• In the binary discretisation case (L = 2), the actual
state spaceΣ can be set to{1.0, 0.1}, meaning that
the probability to print on a malfunctioning device is
approximately the original proportion divided by10.

0 5 10 15 20 25 30 35 40 45

Pre

Vog

Stu

Bib

Hol

Figure 2. Inference with a binary discretisa-
tion. The points represent the jobs. The
surimposed curves give p(sdi = 1) for each
printer at each time, using three different
methods: plain line for exact inference;
dashed line for variational inference; dotted
line for exact inference with smoothing.

An illustrative example We illustrate our method on a
small infrastructure (a subset of a real one) involving 30
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baseline FHMM
printer and failure date delay(min) warning(%) delay(min) warning(%)
Lep(07/19/2006 08:44:07) 131.2 2.0 142.3 1.5
Lep(07/19/2006 16:23:02) 76.9 2.2 70.8 1.4
Stu(08/23/2006 09:12:16) NaN 0.4 94.4 0.1
Stu(01/17/2007 10:29:10) 54.3 0.6 42.8 0.1
Stu(01/25/2007 09:40:26) 200.4 3.3 31.4 2.8
Stu(03/30/2007 14:20:35) 331.1 0.1 90.9 0.1
Foc(08/24/2006 14:38:57) NaN 1.1 45.9 0.1
Foc(09/15/2006 10:02:40) NaN 0.1 339.0 4.2
dau(09/29/2006 14:51:03) NaN 2.1 260.9 0.2
dau(02/22/2007 09:17:03) 72.8 4.2 66.5 0.6
mean 1.96 2.41 1.07 1.23
standard deviation 1.57 1.76 1.08 0.66

Table 1. FHMM vs baseline on real data. Average and standard d eviation are computed on the 6
failures detected by the baseline.

users and 5 printers (Pre, Vog, Stu, Bib andHol) in the
same building, and we assume a binary discretisation of the
states of the devices (L = 2). The results of the inference
are plotted on figure 2. Each point corresponds to a job. Its
shape is determined by the primary printer of the involved
user. Users have been ordered so that:Pre is the primary
device of users1-10 (• shape),Vog for users11-15 (×
shape),Stu for users16-23 (+ shape),Bib for users24-
28 (> shape) andHol for users29-30 (� shape). It is
thus easy to see when a redirection occurs. Given the size
of the problem, exact inference was possible; two versions
are given: one uses filtering (i.e. the state of a device at
time ti is estimated knowing only the observations before
ti) and the other smoothing (i.e. the device state is estimated
knowing the whole history).

PrinterBib appears out-of-order between days10 and
31. This was confirmed by the infrastructure administrator.
The model correctly identified the problem because all the
regular users ofBib printed onVog (on the same floor)
during that period. PrinterPre seems to have a problem
on day10: among the regular users ofPre, four decided
to print onVog instead (one floor below) and three onStu
(one floor above). The printersVog andStu do not have
specific features that are not available onPre, so this is
likely to correspond to a real problem, although this could
not be verified.

Filtering corresponds to a real situation where the algo-
rithm is used for on-the-fly detection. Smoothing has no
real application, but is given for comparison purpose: com-
pared to it, filtering introduces a small delay in the detection
of soft failures and is more noisy. This is to be expected as
smoothing takes into account the future(i) to ignore some
redirections which, in the filtering case, may appear as the
premises of a soft failure, and(ii) conversely, to stress some
redirections which, in the filtering case, need subsequent

confirmations to decide on a soft failure.

4. Experimental validation

Although the notion of soft failure is a tangible reality in
a print infrastructure, there is no realistic way to systemat-
ically measure the soft failure state of a device over time.
Therefore, we cannot expect a clean labeled dataset against
which to evaluate our method. On the other hand, unlabeled
datasets are cheap.

4.1. Methodology

Data sample We picked a real dataset ofN = 54824 jobs
recorded over a year in a print infrastructure. It defines the
triplet of sequences(t, u, d), each of lengthN , involving
Nu = 165 users andNd = 17 devices. From this data, we
were able to compute the nominal profile(π̂ud)d=1,··· ,Nd

for each useru, definingπ̂ud as the empirical proportion of
jobs associated with useru for which the device isd. In
fact, at any timeT within the recorded period, we compute
these proportions on a subsequence of the log spanning over
a pre-determined period of time beforeT (e.g. 4 weeks). In
this way, we account for potential (slow) variations of the
profiles, the only assumption being that the profiles remain
quasi-constant over the chosen period instead of the whole
record.

Baseline method We now define a baseline method
against which to compare our method. We want to decide
whether a deviced is failed at a timeT . We look at the users
who haved as primary device. For the lastν = 20 jobs be-
fore T by this group of users, we compute the weighted
proportion of time they print ond (for jobs ordered by time,
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the weights are1, 2, · · · , ν, respectively, so as to penalise
older jobs). When this proportion is above a threshold, we
declared as failed. This threshold is tuned depending on
the proportion of false positive detection vs. proportion of
missed failures that can be tolerated. In the experiment, we
chose the threshold that maximizes theF (2)-score, i.e. we
weight more the false alarms compared to missed detection.

Comparison on labeled data In fact, our test dataset is
not completely unlabeled: a few hard failures (ca. 10) were
recorded with approximate timestamps by the infrasructure
administrators, and, looking at the data on these few cases,
we were able to reconstruct quite precisely when the fail-
ure occurred in each case. Table 1 shows the compari-
son between our method and the baseline method on 6 of
these cases where the baseline method succeeded in detect-
ing the failure. What is compared is the delay between the
actual occurrence of a failure and its detection by each of
the methods. The warning percentage, on the other hand,
corresponds to the proportion of jobs within one month be-
fore a failure at which the device is classified as failed. The
goal is to have a small delay without generating too many
warnings.

4.2. Simulation

Simulated data sample Given the extreme scarcity of the
labeled data, we relied on simulation to further validate
our method. First, we simulated failures/repair dates for
each deviced = 1, · · · , Nd using according to a 2-state
continuous-time Markov process with infinitesimal gener-

ator

[

−τ0 τ0

ρ0 −ρ0

]

whereτ0 = 1/30 (failure rate) and

ρ0 = 1/3 (repair rate).
Then, keeping the job time stamps(ti)i=1,...,N and cor-

responding user indices(ui)i=1,...,N of the previous sam-
ple, we generated the device indices(di)i=1,...,N taking into
account the simulated failures. For each deviced, an or-
dered listLd of potential redirections fromd is fixed. Then,
for every jobi = 1, · · · , N , the userui chooses the target
deviced̃i which is the first one to be in a non failed state in
the listLd corresponding to the primary deviced of ui. The
final simulated dataset is then(ti, ui, d̃i)

N
i=1. We used dif-

ferent values forτ = 2/365 andρ0 = 1/14 to illustrate the
robustness of our approach on miss-specified models. For
each date, the profile parametersπuk were estimated on the
three months before the failures.

Results A total of 160 different failures was generated us-
ing the previous method. We tested the failure prediction
algorithms at 1000 different dates uniformly spaced (skip-
ping the first month to have enough historical data). Results
are shown on Table 2. We see that the method based on

method AUC (%) precision recall F (2)
baseline 71.2 75.0 51.3 60.9
FHMM 96.0 84.3 63.8 72.7

Table 2. FHMM vs baseline on simulated data.
The AUC is the Area Under the ROC Curve.

the Factorial Hidden Markov Model is much more accurate
than the baseline method. The computational cost of the
proposed algorithms is similar and is mainly dominated by
the computation of the user profiles.

5. Conclusion

In this study, we introduced a novel application that aims
at detecting soft device failures based on the usage data in
an infrastructure. This tool is of particular importance for
infrastructure administrators since it can detect problems
that are not detectable by the devices themselves and are of-
ten not reported by users. A version of this tool is currently
integrated in the Xerox infrastructure management suite.

The probabilistic approach proved to be a flexible and
powerful tool to isolate relevant information from noisy
data. The use of Factorial HMMs allowed us to nicely
capture our main assumption that device dynamics in the
infrastructure are mutually independent. Although we are
interested in (soft) failure analysis, our work departs sub-
stantially from traditional HMM-based failure analysis of
machines, since our data is usage data rather than sensor
data as is usually the case. This had direct consequences
on our choices of the probability distributions. Sensor data
from one machine teaches nothing about another machine,
while here, it is the usage data of the whole infrastructure
which provides information on its individual components.
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