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Abstract

This paper discusses the application of automatic
speaker verification systems in forensic casewayk.
framework for reporting the system outcome
proposed. Specific system requirements to propmame
with forensic idiosyncrasies are analyzed through a
series of simulations. Results suggest that thigded a
forensic speaker verification system not necessaril
match the settings of current state-of-the-artesyst

is

1. Introduction

Automatic speaker verification (ASR) as a biometric
is still a long way from fingerprints or DNA fields
Speech is essentially behavioral, time-variantsyand,
therefore, its application in the forensic contast
controversial. For this reason, the validity ofditenal
examination methods like aural tests or visual

inference mechanism, meaning that different systems
could yield different outcomes. Moreover, the viicf
the evidential value obtained through the proposed
systems is still uncertain. Nevertheless, we belithat
ASR can still be a valuable tool in forensic caséwo

This paper discusses, proposes and analyzes ways t
better amalgamate current ASR technology in a f&cen
context, minimizing part of the challenging issaesl is
organized as follows: Section 2 briefly discusses
assessment methodologies. Nuances of forensic ASR a
discussed in section 3. Section 4 presents a sefies
validating experiments, and the results are regoirte
section 5. Section 6 consists of concluding remaris
proposals for future research.

2. Reporting the outcome

Expressing the forensic outcome involves estimation
of statistical distributions of the relevant feasirin

comparison of spectrograms (erroneously known as question among some reference populatidancerning

‘voiceprints’) has been severely criticized [1].
Moreover, besides the intrinsic noisy nature ofegpe
both aural and visual examinations are almost
completely subjective, introducing further incotsigy

to the verification process.

Automatic speaker verification has been recently
introduced to the forensic field [2] as a new or
complementary approach to older identification
techniques. The goal is to obtain an incriminatiegght
for the voice evidence in question. The common idea
to wrap ASR systems in a statistical/Bayesian
framework [3,4]. In this form, the system outputuitb
be comfortably interpreted as an indication of the
suspect’s culpability in terms of statistical sfggances,
likelihood ratios, confidence measures, etc.

Nevertheless, projecting an automatic speaker
verification system for forensic purposes involves
distinct considerations from those found in other
applications. Forensic ASR should pursue robustness
keeping consistency in the inference scale. Thigilsh
be attained even at the expenses of high accuracy i
results. Thus, a system which offers limited suppor
court, but it is claimed to be confident in a wid@ge of
recording environments is largely preferable toteys
tuned to perform well in some specific benchmark.
Moreover, the system should be consistent in sgalin
results throughout diverse environments.

Unfortunately, at present, no standard verification
protocols exist for forensic ASR and the ‘culpaiili
level' obtained is dependent on the systems’ ugoheyl

the DNA field for instance, once statistics areve to
converge, one can offer reliable figures for certai
occurrences in a control population. ASR, on theept
hand, suffers from intrinsic and extrinsic noised,an
more significantly, noise cannot be objectivelydicéed

and measured in the data. Speaker health, emotional
state, background and channel noise are some of the
factors challenging ASR robustness and are very
common in typical forensic casework. All these éast
introduce some inconsistency between the spedifie ¢
and previously collected statistics. As a resuifséd
estimates might be offered to the court.

Typically, forensic ASR outcomes entail a previous
estimation of an impostor (“innocent”) scores
distribution and, possibly, a target (“criminal’yeses
distribution (see Figure 1).
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“Figure 1. Impostor and target score distributions”

In case just the impostor distribution is used,ocan
estimate the so known p-value for the match. The p-
valueis defined as the probability of observing a given



sample under the assumption that the null hypathesi
true. In our specific case, the sample under observ

is the occurrence of a certain suspect/evidencehmat
score (the ASR output) and the null hypothesishat t
the suspect is innocent, i.e. the score obtainéahpe to
the impostor scores distribution. If the p-value is
sufficiently low, then we reject the null hypothesin
other words, the p-value can be interpreted as the
estimated fraction of the reference population shgva
greater similarity with the voice evidence than the
suspect (The highlighted area in Figure 1). In Wiy, a
very small p-value weakens the assumption of tHe nu
hypothesis.

One of the criticisms against the p-value formolati
in ASR is that it cannot necessarily be viewed as a
measure of strength of evidence, since no inferésce
made about the competitive hypothesis (the ASRescor
belongs to the target distribution). Therefore, an
alternative likelihood ratio report relating both
hypotheses could be seen as a more appropriatecform
weighting the evidence strength. The likelihootiora
can be estimated as the ratio between the targkt an
impostor distribution densities for a given ASR r&co
(The two points in Figure 1). Nevertheless, thecemh
of likelihood ratio is often not properly understbby
the courts. Moreover, it involves an additional chat
with the target score distribution, as comparedh lite
p-value approach. This leads to another problem.
Estimating this distribution is a much more elal®ra
and delicate process than the estimation of thestap
distribution. For the latter case, plenty of varied
recordings are available, covering a vast range of
scenarios. This data can be contrasted with thpestis
and/or evidence samples in order to produce diverse
potential impostor statistics. On the other hand,
estimating a target scores distribution for a pafér
suspect [5] requires an exhaustive collection ofeti
spaced and diversified recordings of this person. |
practice, this approach is not feasible. An altévea
approach would be the employment of an averagettarg
distribution, obtained by several distinct withjpesker
matches as proposed in [6]. Unfortunately, thisl wil
introduce an additional approximation to the infee
process.

As can be seen, both approaches offer pros and cons
While the p-value bears perhaps a more simpletiotui
than the likelihood ratio and is already widely pthal
by the forensic DNA community, it offers only a par
assessment in forensic voice comparison. On ther oth
hand, the likelihood ratio approach, although a enor
proper inference tool, entails additional assunmstio
when modeling the alternative hypothesis and
interpretation by laymen is occasionally problemati
For this reason, we would like to propose the
employment of a combined report in forensic ASR
casework. Assessment would be in the form of pevalu
for the specific case. Nevertheless, this estimaield
be complemented by an average measure of its
implication strength.

its

Within this framework, the typical evaluation
procedure would be as follows. In case the repopted
value is sufficiently high, the null hypothesis €th
suspect’'s score belongs to the ‘innocent’ distrdo)t
simply cannot be rejected. On the other hand, when
reported p-value is low the court must interpre¢ th
weight of the findings. This can be viewed as wgigh
the p-value absolute information, in viewyfstem past
performance in similar conditions. This parallel
information is referred to here as the ‘Identifioat
Confidence’, being the ratio between the systeats of
true identifications and rate of false identificaus, for a
specific p-value. The higher the ratio, the moreficent
is the weighting towards a true identification.

A key point in this framework is that the average p
value range should be as robust as possible t@-nois
related effects. Otherwise, the estimated confidenc
related to the findings could be exaggerated. Tetme
this requirement, proper system configuration ig@&.

3. Forensic nuancesin ASR

In the previous section, we presented sorasores
for expressing ASR output in terms of p-value, addi
side information about its strength as a functiérthe
particular system and case. Some desirable prepesti
this measure were discussed. In this section, we wi
discuss proper ASR configuration for implementihgs t
idea, while adhering to forensic constraints.

In order to estimate the impostor scores distitim,t
two options are available. Either to keep the stispe
model constant and obtain a sequence of scores,
matching this model against reference data, orikgep
the evidence (test) constant and obtaining scores
matching it against reference speaker models. Such
distributions are used in regular ASR as a means of
output normalization, increasing scores stabilithe
former approach leads to the so-called Z-norm
technique, while the latter is referred to as Tamor
normalization. In both cases, first- and seconceord
statistics of the obtained distribution are usedsiwore
standardization. In our case, we would use those
statistics, representing population facts, in thealpe
estimation process. (ASR scores are supposed lawfol
a Gaussian distribution and thus can be reasonably
parameterized by these statistics.) The commoefhisli
that the T-norm version is the more efficient tégbe
in terms of detection accuracy [7]. Does this mtwet
this should be the proper way for estimating impost
scores distributions in forensic ASR? In eitherecas
what should be the impostor population employed?
Again, the common belief is that it should be aselas
possible to train and test data signal characiesist
(Another successful score normalization technique
known as ‘cohort’ is based on this principle [1]).an
attempt to answer these questions, we performediess
of experiments simulating forensic cases, which gl
presented in the next section.



4. Experiments

In this section, we describe the experiments
performed in an attempt to define a suitable
configuration for a forensic ASR system. The
experiments were conducted following the male
speakers part of the NIST-2001 evaluation plan [8].

distribution was obtained (‘s’ or ‘e’). In additipmhis
procedure will be duplicated using the artificially
corrupted tests.

5. Results

Table 1 summarizes evaluation results according to

Model speakers and tests served as the hypothesizedhe type of reference score distribution and naisthe
suspects and evidences, and scores are expressed iffSt patterns. As expected, it can be observed that

terms of p-value as would be reported to the cdure
original evaluation contains 76 enrolled speakedes
850 target trials and 8500 impostor trials. This
evaluation is almost entirely composed of cellular
recordings. Speaker models are trained from 2 ofin.
speech. For consistency, test segments shorter3tan
sec. were discarded (about 35% of the tests) aed th
others were truncated to this length. In orderinwtate
fairly realistic forensic conditions, the experingewere
duplicated in a noisy test mode. This was accoimgdls
by introducing to the tests a random amount of tacdi
noise (mean SNR in noise ~14 dB) followed by random
band-pass filtering (300-440 Khz to 2000-3400 Khz).
(Note that, in principle, in typical forensic casew the
evidence is recorded under uncontrolled conditiohs
noise and channel, but the suspect model cangoryh

be recorded in controlled conditions. For this oeasve
keep the suspect models as is).

regarding overall error reduction, the referenceé se
should be matched to evaluation data and reference
scores pdf should be estimated keeping the test fix
(‘evidence’ pdf estimation, equivalent to ‘T-norm’)
However, the ‘e’-type pdf's show an undesirableesid
effect: the estimated impostor distribution shidtsoss
the p-value scale for all unmatched sets, as casebr

by the p-value at EER. In this sense, the ‘s’-tyols
seem to be more stable. This phenomenon will
undermine the defined confidence curves, meaniag th
curves estimated in certain circumstances wouldbeot
valid in more general environments. This is critita
forensic applications, since the p-value intergiate
will be highly dependent on data mismatch issues.
Recall that typical forensic casework is often
characterized by noisy evidence and obtained in
imprecise recording conditions.

The system used is a gender independent GMM- ‘Table 1: p-value average shift in clean, noisetofmed

UBM (1000 clusters) similar to that described if. [9
The UBM was trained with part of the speakers
contained in the NIST-2002 evaluation and with data
from the OGI speaker verification database [10].
Regarding the impostor scores distribution

and mismatched conditions”

estimation, four male background sets were adopted
The first set consisted of part of the enrolledasees
from the NIST 2002 evaluation (a disjoint set from
those used for training the UBM). This set will be
referred to as ‘matched’ (MTC), since the recordiage
also mostly from cellular media and acquired and
processed in a very similar fashion to the tesh.dahe
other three groups were extracted from the FBI lsprea
verification database (evaluated at the NIST-2002
campaign and currently available from LDC [11]):
telephone recordings (TEL), high-quality microphone
(MIC) and body-microphone (BOD). Each of the
groups contained data of 48 speakers (limited ® th
maximum amount available from one of the groups).
The distributions were estimated in the two forms
previously described: fixed claimant speaker model
('suspect’) matched against reference data (48diegs
from each of the four sets) or fixed test (‘evidEnc

matched against reference speaker models (48 models

for each of the reference sets). Appealing to feien
jargon, the former approach will be referred ageus
model pdf estimation (‘s’) and the latter will bertbted
as evidence pdf estimation (‘e’).

In conclusion, for each processed voice comparison,

eight different p-values will be estimated, accogdio
reference set (MTC, TEL, MIC, BOD) and the way the

Ref. Scores p-value @ EER EER (%)

distribution (Clean/Noise) (Clean/Noise)
MTC-s 0.09/0.14 9.7/19.9
MTC-e 0.08/0.13 9.4/18.2
TEL-s 0.10/0.15 14.6/19.5
TEL-e 0.02/0.18 12.6/23.2
MIC-s 0.06/0.11 12.3/22.4
MIC-e 0.02/0.05 11.1/20.4
BOD-s 0.16/ 0.22 17.3/23.4
BOD-e 0.01/0.09 11.7/22.3

Figures 2 and 3 depict the previously defined
“Identification Confidence” curve as a function of
obtained p-value, for the several pdf types inclaad
noisy tests. As explained, our motivation is toiglesn
ASR system characterized by, as much as possible, a
constant curve for clean and noisy test conditievgn
at expenses of high “Confidence” values. In thissse
for the present evaluation, the preferable conéian
would be TEL-s (normalizing the suspect model by
means of a "mismatched" telephone reference setg N
that TEL can be reasonably considered the closest
unmatched reference set for this evaluation. Aeclosk
for this specific configuration is seen in Figure 4
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“Figure 2: Identification Confidence - clean evideh
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“Figure 4: Identification Confidence: TEL-s,
clean and noise”.

Finally, Figure 5 depicts the proportion of truegtst
identification as function of obtained p-value ftre
chosen TEL-s configuration. Note that, even in yois
conditions, about 50% of targets would receivealpe
as low as 0.015, with an attached confidence afirato
20 (see Figure 4). This is a very reasonable csiuriy
considering the strict forensic scenarios, whicmaled
the sacrifice of sharp decisions on behalf of sgcur
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“Figure 5: Resolved Identifications: TEL-s”".

6. Conclusions

Within the limited scope of the experiments
performed, results suggest that ASR systems shmaild
properly configured for forensic applications. Fuie
idiosyncrasies require system settings not nedbssar
shared by current state-of-the-art systems. Iniquéat,

a forensic system should employ suspect model
normalization for reference score distributionrestion.
Furthermore, the reference data employed should be
similar but not closely match the type of the qigesd
data. Such settings will in general decrease tlength

of the reported outcome but will support consisyeimc
reports for the typical irregular forensic envircemh
These conclusions are based on a series of ealgati
attempting to simulate typical forensic environmeand

are presented in the context of a proposed framefoor
reporting the ASR outcome.

Future research should cover more simulations with
diversified datasets in order to solidify the prepd
methodology. In particular, special issues suchrass-
language and speech under stress must be considered
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